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HAY TA 7lTehe AGH FAEES AL Ao Be ISl AEFHoR
b3l weEl AAA EAS 7HR fiEe 2 1973 Al423] vy F3]ol A wlEe)
a1, QB E9] o]E3} fiEEmxE 1980 WIPO(World Intellectual Property Organization)
o TEFOEA HALRE &Y= S Hed A HATE dEA, 1980 5
Aeow AFE7F =Y, AA=(2001. 11) Atlas project”7} 3o Qe A
o] Aut= Talge] ksl zjie] & Foll Ak AHA, 1984 F3]o] Aol ¢
A He AR BeA Holar, ICTY S ICTRE A5dAr 81 SA1A A39% (i)
R ICCTA AI-TZ 13l oJaiA QIEjEe] A3t M= kol whgk Wz, gt
3=, AARH Tol EIHJATE o} FA), B = 1967 d 10070, 1991'd 1587}
=, AAH(2001. 1D+ 1797002 HAA ] vif-2o] =7b7t 7hdsliA AR E o] o

3 Ade a4 Asdeeaa vk

87) Michael Fooner, op. cit, p. 83; Fenton Bresler, op. cit., p. 124.

83) 1971 5¢ 20¥ UN¥ ¥ EZre] d8S 938k 5189 (Special Arrangement for Cooperation
between the United Nations and the International Criminal Police Organziation) #A|5% 2 A
6% F=x.

89) 1972Lﬂ°ﬂ ANAE ERFPAHLS ARk A7 oA A
Ffatar JA oldEdomz 1982 119 Mg Zekxa 9
2l #H)&% % t}h. Fenton Bresler, op. cit, p. 131, 171.

90) 915 & F3] A<l (Resolution No AGN/63/Res/9 and Resoultion No AGN/66/Res/10) #=.
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AANHoR AHE NATEES WFI BATA, BT, ARFE] Tk BT T
5 RE S A 5 Utk

gaA, BEAe) Qo). AEBY i sYTe Jr 27, AE AE A4
4 7l B JJE o\ Sud Sa g wegle] HLe WAL AU TR
AYE Uk AHBS] FA, BEA, AT L AAAH 99 5 42U )
o glolA ol B4 E7bF UNeHmgelAbslol e} o] ARaAg X3 914 of
Usta gEel mE S/ @ Ee FEAS T ok

o317, B 7lakatel We] A=olth 5] NCBE B¢ ZA4AWLL 59
BE WAB7) el A ok oS 7 Frbuith W) o gl we AR
w7} Aolk Q7] wWEe] Aw sATe] Fuel o|sid NCB7F MA=W 1 NCBE
B4 1 SQTe] BE A9 B ohle e WABWAAE 1 @Yol S

O

N

S
4, A% ARTEG G 4% Fol nese] ZAZAPYe] FaHTE o
m o]},

M. HH X2

X771 -(Inter-Governmental Organization: IGO)E “ZA|Hol 93] MYz
Tzl eJabel mE Z]o] Hojk sl o]ifo] FAAEo] & HAA Feold 7|z

93) Soft Laws= M FAoz A= qFHolARE 1 siAol glojx Fds] A FHolnz
1 AfEdol ofgA i A HEHok st=Ad A Frkrel oAtel 2 =
S Ad E'.zﬂii*i Holeh= d I JRkoleks A2 Abolo] Ao Ao m At

= TAZEH HA-Soft Laws FHEZ-", H=H A2

1A

>

A
A, el srol g Hé ﬁﬁu, 1995. 12, pp. 436-437 F=x; 1A &, %xﬂt&.ﬂoﬂ A
Soft Law”, T=AMHE, , 1997-1(F4A A8Z), FAIWE=IA} 1997, pp. 21-42 =,
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A= G = “xofolgh FEjo] ApRH kool ofsto] A =AlA A
2A AN A 71EE 2t 489 AATEA w7 dxeds 7R =
AW HAAAS 2R whdel] u]AgF3k7] 5 (Non-Governmental Organization:
NGO)= =A% geE 913 Blge] F4oz o A el s &4
= A s AREo], Aol F F7bllA AFY e EeS FAE, 4 gt
o] G ARk o] F FAp=e] ZHoA G FA
(association), A H(foundation) E T+E AFA &3] (private institution) < <¢w]3k
TRI6) 2o QIE|ES ZHEI7]R17F HIAFZ7]5-917429D

AEEL] WA A9l AR vARIAE Blaste] & o e 22 5

off

S 702 = T

42 AvD gk O QEERFE AR GO zofoleka ¥ 5 g xopd
Hag Ay

9 Fol gAY 93 BANL Fhokn drks A BN FRIT wgR

el WA A9E W FE gl oAl e, fdAe] ke A, s

94) Henry G. Schermers & Niels M. Blokker, International Institutional Law, 3rd, ed., (The
Hague/London/Boston : Martinus Nijhof Publishers, 1995), p. 23.

95) A7), FaAH A=), TgAL 1996, p. 290.

96) H| AR 77 Fo] WMelA %¢lo] #a 33 K (The European Convention on the Recognization
of the Legal Personality of International Non-Governmental Organization) #|1%.

97) ARG ARG Aol HL Hxrpe] =8 FZE. 74, supra note 15, pp.
62-63.

98) UN#HA A71xE SAHR 7§Xﬂ/\}§]°]/‘}§9} AAdgk Feojofgol ok Category 19 A&
AL o] AFE] o] dukA ] Aol dEiA YT+ A, FEAH gAE AEsHAH 2000
Zb oluyle] AHxlEAE A& & v 9 FAALN A4S weh £, e

=, p. b7 FZE.
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w719 &5 dAEE -, oAl dEE HEVF ol EFeleR stofof Rl
F3lo] AAL Ao (resolution)9} ¥ il(recommendation)] F2A o2 FEAetal, %3]
o WRZ 7R A7E E=el =mop b s =7E el F3]e) 2 E ¥
aigtel S HES F39] AAE mERE e diy O 2F w7 et
etk TR AA] ALH 8] B Fdo] Y dEES] 29 - dant 59
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AEEo] Gelg Foll EAF ARTLION 237} AAEE 57] Fol 7% A
e Agsa A7) B3} AREE Gbs ARELS A9 Fol AAATI A
2ol Folol olalx] AARTIN o sATE el ol el F3E A
AaN 2T 4 Aot wek AAXIL AAEA FapE ABE AFET0] Aaehs
oA AAE T, ANENAZ AR B AAEAE ADelel g 4

Foleha Basl 9o AAIUHE ThE AR WAY F IThI

103) A EHY ATZ

104) JIHEHF A8z,

105) QIEZ3 A A6z, A28%
106) JIHEHF A10z.

107) Iukat3 Al6zx

108) JIHEHF A2z

109) dRkt3] A3z, ALHZE.
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s EdEe] 2, @ F3, A3eds] 3 Ve gE 718 ﬂﬂoﬂ/ﬂ At
Hl 2ooldl, ® &3 B Ay Aot $le ks A e

Aggte] A4 2 @ 7Fsd @ BA APAl A5He HES FAFLI

—d
Al
? 9
—d
lo
N

AFEFE D AUE] 899 3§ - v, ke JaA, @ St g Az
A Aol webd A RAY 24 - wel, @ AEB QT it oW Aol
GAgE PAsIAs E F8 ASsn, @ 3, YA L e BE 9
#ol B2 FolT Azt ek

AFERE Aokl f5E oA FolA Aekwo] MAIUETL AehaL 3
A 5ol rlz dEEe ARE 5 ook AREge] e 6540l 92

of HAyAL3 = A dE T3l AL 5 Utk

i

of

oﬁﬁ

o
s

@z

AHRE TS A M fFEo® AEHT stue AFRETel due e 4kl
WS Ak om ngsteE Zolth v sk 24 3= ARV IRV s 2
sl=(seconded) 3|d=ro] AAAS AYPor 1= Aok o] ALl 1 AY AT
& A=) GRelA AEgith ® vE dhubs QIEEY 2 A9S A dék=(detached)
3] | TF5or EHate] dus T Aol Ak

119) B &3 A2w6x
120) IE &8 A28=%
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4. BIISLAF=(NCB)

NCBE 7 sl915e] Sulfel olsje] Axso] slelre] WEol s&ahs Wel )
A 7 f9e) oY 2, te sdwe] NCB, BRe) AFEe 53 M54 2
ARELL olaet stk e Eulabel Wia ule] wBE Auid 2 4F

Z3|% 2} NCBE &34 3t}

[e=]

-
A2 AL Aol wake] e, F3], JAALS H AFFEe] 23] As
of #ate] F3lo] A L= Ve £A0 AEd, FAHE F3
Jor B Fod g, A9 8 oR T e Tl 3l

2 ES
I, & o] FUd Ao Fulolets Fsirhiz

FUATS FAF sl maAbEe AxstE cleltel: Hxel AN
ALl AW B 5 ASleh E2Ee A wgae] Aol bt 71E
Sol om ol gum, Wz AXel e TAFL nAHIE I EAYORE

o] AEA Qe AAE Hold =iAE AXstaAt o= dedt WHoR AQHH

rN
o
i




AR R AR A7EI} oLl el ZeiolA HAl A o]t

QBT TAFUMAE TR, AFA, SHA, FE, S g A - B
Aol $8 I ARE 7 A5 Frsle] ofF FEOL 2
= FYPoad ATET 2L 7 AARTr] TAREN
wh oz AL AEF TAFATEANE FAGe] RIS AT Ao
2 st Zlothi22) dAje] ujAlEE 1946 /=S, 2 7] F

A& skl ot o] FulA e Qg uliA, AESulA, modus operandi sheet,

]
r
30,
e
2
2,

I
2
ok
&
P
d
S

H(circular letter), °FA¥ % (summary report) % 7]%#Z2(technical brochure) %

A el WA oz AREFare] Hghelth o] FHiAE FHizbe] ofg AlYl |
o] Zo] 74k 7)|2H &x|o]a, o] A= Jolguiae] Ae thAl JhA| AAlow §
of AL, AL dFe AEo|tHF-F Hx). HAS Allstar JiRIFHiA = 3]

A

S0l oA e

(2) AES=01 9|5 =HIAM
1) A A<=84(red notice)

AHT] AT F Yt A AEF 2 AAFHAE AE, AL WHAAE F
o o= htE aFeE FulAelth of FEjME QEZE ¢ ofud] A9 47t via
b el A A eta BelojAn ek 895 NCBe] Lol whebd ARES
wro] sl wralE ulAE 7h 8l95e] NCBol WiEsITh Fulael Sulziel of
B, 71, XS FAY, SAH SPRAL AR 9 A 52 AT WA 2
Aae de w0 AN Bae aTes s AXARL v W
5 9 B A Sol 7128 AXIRE waAser Bk A} AL A
A AAasEE evehs ®7he HHMIEE 9% 2AE AT ol Aokl 9

ofo} .

Jl

122) A&, T4 W5, QA 824, 1996, p. 161.
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2) g A<=vi A (blue notice)

QAU ol Aol Yl HAhHe) ARE H5a7] SlslA wass ol
9 5 Az, Aszs, 247 set 5& BHow FulAe] eE ¢ oud ¥
Aol 47} vpsh ok APRERES DFATY e o] 2AE e A% BHo|

glo] FHulM S LI,

3) A4l Al (green notice)

A AP0l o gl Qe WAL} AW F A2 R A
s zAWAYT] AP A WAYe] I o] 7Y

]_
Astebs oluz AbEEso] WARTLIZ) o] wAFHAS we AFe 1 FelAr} v

o O

S7be] el n Bk Q= WA FAWEAMAIDel oF BAZ A o2

% 9] ofwo] =419] 47} whas} Qiek

4) EAZ=u A (black notice)

Sz E DAE AL dE AldEele] Hadtk owdt vyl gAY e
AMPEQlo] Ay Aoz FAHE 9ol ARAe] AMPERNE QA ALFFTro] e
Sl FrafAdolct ARAle] A14ERIS- BolsHA 7] fslA] 7ssithd Aol tist SR

=
-
AL AR 8 BG4 Fo] 7suE 08 ¢ oful] 309 47} vlat ik

5) A<=u) A (vellow notice)

FAFMAE PR ARt B W S slelgazel degds Agel o

123) ¥3) 2712 Resolution No AGN/66/Res/11 & %; &3, supra note 71, p. 38 =%
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AN AAH EAL 7%w FuME QE® ¢ ofue] 9] 47} r}as} 9Tk

(3 =[&=0f 2et A

ARSIl AT AAE AAA ofdatal =] NCBE A4l dolx}, &9
AP B AR RS Qshs AR PN E wEEA vz S ok o] FulAE
A e ox G7tE dide® ulad A= waare] oAl

2e] Qdvh o] FujAE Fulse] e ik AHREEe] Yl A& dart glrh
ZF=re] NCBE A& wixsld ded Aus 48 54
westr] o) He FihEARA a4 olvk webA 7o) N g
HE BE QRS FHY £ fvhd sldae] 2am Fuja g desa] thE 3l

fu
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rlr :E
ofj
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SlE] %S modus operandi reports(t'éﬂ*/v:‘ﬂé FHlA]), FHiR] 7] wpekakel A7) Hw)
22 53§39 Haxl HA gL 73, A dor), AEe U 55 5
o #eh 2AAE PGk o] FulAe] o]§2 Mo el NCBeF 2RI
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OlE]Z o] EAIMS FolMI(central station), A% (regional station) ¥ 7}
3l=ro] NCBe F-A=i(national station) o2 TFAEo] v} FHFATS CEZE A}
g ] 2o AAAE 9/ AdAeE 1}

FolA 2tk NCBe| Fd=2 7F =50 JAHE TS Fa57 30%S d43H7]
Qe Ao F AT 27k4] f¥o] qlth shiE NCBY F4ato] QIEE ] ARRE
g-0]al, thE k= NCBO| o] A9yd=s Falx] A

5o] gla, AR

[U

A Eo] ARFE=ol e g8l AAH TGS 1987l =9dste] 19934
12955 ALgo] FTdd AsHAEAE5AH](Automated Message Switch System:
AMSS), 4, "=, v, gigs 5 B2 =7k NCBel AAE9 gl X-400
9 ASE7F Atk ASF& Aed G4, AR, AE, W54 As, Fuae, =daddd
v 2 7T AR7E 23 dHelEHlolAE AlEshy] fleiA 8E AL U= AAH
% Z}=e] NCBeF 4#e] oF5 it e ga7|dedA dHE AH-E=o] s
e = FE A Fo|th124) Z4=+2] NCB

"(_b'_
X AsH FE= vid vid AHFE=el Sl HolHulolaz o] Ha e A

—_

A Ao A= Aol F]LE 7

ax
¥

E‘;

124) ICPO-Interpol, General Information, General Reference Department, January 1995, pp.
15-18 #=



)
Al
o
Z
@
o9)
rr
>
iy
[
ol
[
)

A 10702 o2 7 E|L2] Buenos Airesoll A 9F-Aa0] Ax]5]o] gtk AlA| 54
Ao olZY IS TA R TR $5E 18712 ALke] Nairohi, A& 257150
& sEH B2 Abidjand AFA=e] AxH o] Qlvh UlA, 6492 v=3t Ay
Uz gAHel o n=e] "t Afutke] eERete] HAE NCB7F A4 T4
A=t Adstar ok vAlAl, TA92 oAk e gl E3sto] 227)=9]
3B ATl Utk oAlA, 8492 T 30w e T Ui A

A& Puerto Ricooll Atk d#uAl, 9492 S5 1|53 Mol olx|¥d o= 9

2



A3 TABEE S W Mg el wg 1 53

4) 3|¥= NCBe| 4=

NCBel ¥4e 1 F7ke] 444 ad] wetd AHE AREH 2 sa5e)
NCBs WAAE Fa3 w340 glolAl eRbe] Aolv} elek 7bg AAAQ)

A 2 e
= gyl o3 i max Filo] gilou Aol ARgstar A okystal, FH
SoiFel o g deE s AAdE] F4 ARQ(Automatic Request for repetition)
ol Qi HuA Heoe=m X-4007 ASF7F Stk A70xH2001. 9. 24-28) QNHEF3]
AdH Ao w=d A QEEL 7|9 X-400 FAIYS tjalst Atlas project”}
2001 4/42715-8 A7) AlFeke] 2003 1/4% 710 53 o Aot} o] Atlas
project= EHYl 7]1&ES 7122 3 A2 dHolEHlo]~ X3 HH|E WA 9 FHo
Aol ik R, AR A5, 3uiRk o] 4] mudel AbEal, mddeluh 9w A,
Ed3e ded R Ve 5

tlo

S =
A & e,

VI. QIE{Z1} UN R 7|E} =H|7[F2te] 2

1. UNZIe| 2HA|

AEEI UNFHO #A= Al 7He] A5 dvrd 3
19719 5¢ 20 UNZGAAIS|o]ALS] e} QTE &7

ol
2

4 Atk 2 Sy
sk 53894 (Special

Arrangement for Cooperation between the United Nations and the International

il
i)
1
o
2o

Criminal Police Organization)®]i, & 3slipi= UNZE3] 7} AEZ A 34 A4
E HFoJgk UNF3le] Z9(Observer Status for the International Criminal Police
Organization in the General Assembly),120) T U2 sl UNF QIHETNY] &9
A (Cooperation Agreement between The United Nations and the International

Criminal Police Organization)©]t}.126)

125) UN%3] 29 A/Res/51/1.
126) 19973 79 8Y F&olA UNAFYE-ZE4 Kofi Annan¥ ¢1E]& Z3] Toshinori KanemotoZt
of A4S



54

A, UN3H B E3be] B2 919 Suepge] olshd @ ABEL UNARR 4
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BE e, @ FEolle FAl hF AT, © AAHA Aol Yoid A%EH @,
® UNARERo} QlEjEe] thiizt A2 gogel slolo] §AM= Zojsy, wad 7|

B Flow ol glo] Fad FAle EEol Fel @ Avgel Helol AW A
WA AED 9 ARA oA A
A% AAE zdow Frh
57, AEEe] UNE3e] 47153 9 7Ig} sojo] gAmel 440w A4
oh= vgolt
AR, UN7} QIE1E7ke] @E@4ol ola @ 2zke] Aol el AAH &
Aol dstel oldmd, @ Eololel EA did A7 Fol R AA FelA A

1, @ &&olefe] ZAlol 3 Ar 3 £4 ud @ 71ed] 49 A, © ZRHAE
<
=]

i
;O_:
30,
K
&
B

SIE|ZS Category o] ZH&HE x

N
3

Ni

JNEES A o zigte] #AE oA =A7|7¢F A Adste] Fo5F
o, A9, AR 9 TAugh e FHE(Fsoldo]l BHE AT ) B ARF=IHe] g
g & st vk ol#gk 7|9 FARIZIEE 7] (International  Civil Aviation
Organization: ICAQO), UNXS3}8H#3}7]+(United Nations Educational, Scientific
and Cultural Organization: UNENSCO), "]57]7 AMH#=r(General Secretariat of
the Organization of American States: OAS), ZA#A7]7(World Customs
Organization: WCO), =rAl4-g3]2]A(International Chamber of Commerce: ICC),
TH-9-H A (Universal Postal Union: UPU), ofshuli-go]Absle] AR{E-=H(General

kA A2Z-A6Z.
*
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Secretariat of the Arab Interior Minister’'s Council: AIMC), vpPE# ke A=
(Secretariat of the Basel Convention), T%otze]7} A4 % 8352 (Economic
and Monetary Community of Central Africa: EMCCA) 2 SAUEo AL
(International Council of Museums: ICOM) 5-°]t}.

A2 A9H B AAUE

I. & &

1. 7EHE

(1) o3 & MEuld

22k AAINA ol F WAl filolM ARSI AL Zare] A 2 A}

Hed=s A 13 Az 98T 52 ofylth vvt 53 AFH ol A
gt A= o i

A B EE S ‘LH—%% SR AMHSNT] wEel dEEe] ZAHHE wEehd
TAHQ T HgoR Eldsittn AZskTh wEbA 19709 Z=WE EC(European
Community)= N ZAl AH2E #&atA st7] st JIEE F3]9 kel =

jg
>4

o
=2
=
=
Al
2
)
r o
o

—Dl

Aees 23718 Fort FA ABZE AFHFEES Nepotei= o5 78129 1
olft= =AHH = 2EHor AAA - FaF - AT e wa du= et

A Qg Ee] AARAe Jleks AL wHEt: 4 2 JAHE 94
FuA - PAE - 2H 4Ze) W Algel dislA ol S s RS A

.
g 978 FAATE A0l Atk A W gIThi

(

2
2,
w
o\
=2
2
2
N

)

S

129) Malcolm Anderson, Monica Den Boer, Peter Cullen, William Gilmore, and Neil Walker,
Policing the European Union(Oxford : Clearendon press, 1995), p. 53.

130) Cyrille Fijnaut, "Policing Western Europe: Interpol, Trevi and Europol”, Police Studies:
The International Review of Police Development, Vol. 15, No. 3, Autumn 1992, p. 102
Fx; EES 19849 AHEF I AoE St IAH YL #dsA HAUTE QAEHE
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EC9 AP3} =#Al(justice and home affairs) 9% 52 1975 12¢€] =
nlo]] Bojx ZAHHES FEoRE 3y Y] Trevi GroupE FAs 7= golst
a2 AR FE 1976 69 SN2 HHEACE Trevi Groups 2370 =t
Aol ¥ste] =oJetl ot IARAR A, vief B 78 Tl RF, BRjelnl, 47]
T B Yolst som wdke] eyt FrjEAThsD
TABAHEES ST VTR FHES G AT FAHQ) =9e 1914 6¢
28-29Y SAF-Ea0A NHE frHelAs]e] 3ol Hdo tE(E 7 A
2 799 FAFFARFFA(European Criminal Investigation Office)2] A4S A|7]35}

AR 1991 129 49 Trevi Group F¥aF3]o]olA] 19901 6€ell Ax¥ wpobyg

bt

’

A EY RN, )

B ZZ)(European Drugs Unit)E #9 %W%Z‘ﬁl(Europol Drugs Unit: EDU)2. 2 7}
A2 Folsta, 19919 12¢ 9-108 f-Holrts] g3l odA fHAd

o] AP e Al 3k Fokr ARAYHES EFATIEA L AR dHE 7
T2 FHES AXVIE stk

FrZolghe olgo® FAHoR e 2 19%4d 7¢ 26¢ FHE
Hokol A i, 19989 109 19 FHEH o] Ead 5 199949 7¢ 1¥o|t}h. 7+

A AN NHE Trevi

it
e
L
o,
i3
o
A,
N
)
2
=2
rlr
—
©
o
3%}
rf
o
e
0
™o
o
=
o
=
Lﬂ
’l

Group BHAF3)ooA AHE FAFA(Ministerial Agreement on the Establishment
of the Europol Drugs Unit)S 42 EDUZS AXsH7|&2 3L, o] 4 EDUY
AAAREARS] A7 AAEH Has|R g sEe] IStk webA EUE 19939 10€

_|_4

3z Ago T3 Zol(Resolution No AGN/53/Res/7) & H#HZA] FFHo=Z A

el o #ek Ao (Resolution No AGN/53/Res/6) %2, Michael Fooner, Interpol:
Issues in World Crime and International Criminal Justice(New York & London :
Plenum Press, 1989), pp. 233-235 3=,

131) Trevi Group= Zvlol] A= FH3 F49 Trevigl =d o/ #<l HEd#= Mr. Fonteijno
olF S EuwtA AU, FAZITFIE ob et e dHE TEFHEE =3ty et FH
I AR Tol AUHer BYS zte ‘?I’ He AFZ EFolth. Malcolm Anderson,
Monica Den Boer, Peter Cullen, William Gilmore, and Neil Walker, op. cit, p. 53; Bill
Hebenton and Terry Thomas, op. cit, p. 70; John Benyon, Lynne Turnbull, Andrew
Willis, Rachel Woodward, and Adrian Beck, op. cit, p. 152 =%

132) Michael Santiago, op. cit., , p. 43.
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)]

299l EDU ZFAAME=-S o]z A4 19949 149 3978 1993 6¢ 29
o) ZagAde <712 EDUE Zwstr] Alasioivh 19939 119 1ol A=t
=

o

o] HEEHA APAY FWEAZS FHegdY Trevi Groupe FHA%HY] APHY} =Hu)
Ao B3 oAl 2 A, FHEZ] AHEE EAle s APAI FuEAel ¥
3= Sl r}134)

o)

A7)e] QT vkl WA 2 ERe BAARe] FAl #e S50

=
of Hr g 9 3oy thE HHYA AFe FA AR7F obd(non-personal) €

il

sty v 9 W EAS 24 Z(to prepare general situation reports and
crime analyses)©]th135) 1991d 79 14HE FAHoR FyZolgs o|lgo = &%
sh7] Al frdET o o)lde] EDUY #EdES v 22 AR SEHATh A

A, 19951 3¢9 10l FagAol MAE ExA(Joint Action)Z =943 =4

A, EWolwl A Wz, EHAEA wiw] 2 ol AdE =AM EH(associated
money-laundering operations), =4, 199611 12¢¥ 16¥¢ FHxx&E 2lAlujuj 136)

AR, 1998 102 1Y Ha s FHEHF A2z 184 7]eF Tuist A H ] 73
of ERWAQ FriAMet AR, WA, 2000 1149 30¥¢ 93
EHxle] Thgol HRE oA olM W Esol| Avd =AEo] o} =
(illgal money-laundering activities) 2.2 = Jct13D) F-HZ2] A

veFEA Ay How ZAshA <3 3> 7k

133) Decision taken by Common Agreement between the Representatives of the Governments
of the Member States, meeting at Head of State and Government level, on the location
of the seats of certain bodies and department of the FEuropean communities and of
Europol(O] C 323, 30/11/1993, p. 1-5) Al1Z ().

134) Tony Bunyan, op. cit, p. 1, Malcolm Anderson, Monica Den Boer, Peter Cullen, William
C. Gilmore, Charles D. Raab & Neil Walker, op. cit.,, p. 56.

135) 1993 6€ 299 FHZAH B3 FAEA (@9 (b).

136) 19933 6¥ 24| A ™® EDU A X #3F Ministerial Agreement®] 718 ¥® 1995 3¢
10¥ &5 ZXA(Joint Action) A|2Z%<9} o]5 7/HA S 1996 12¢¥ 16¥ 9] F&5xA Al1x FHZx.

137) Protocol drawn up on the basis of Article 43(1) of the Convention on the establishment
of a European Police Office(Europol Convention) amending Article 2 and the Annex to
that Convention A11Z% 1%, OJ C 358, 13/12/2000, pp. 2-7.
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THES] AHNES a3 22 2 R ek ¢ vk A, 7 &l edE

Lo,
ol
e
o
I
a0
o
fru
198
)
o
o
Lo,
é‘w
By
2
=
il

AET 2 shtel # FAgke] )5

(hepaA, FAZAWH] oyt ohal, 2AWA oI5 EAGe o4, H9lw

SAbiel 3% % Jle B ol @ f9Fe] BA ohe KuAF AA BA
24 Aol N&sa 2449 thgo] Bastthz Holthin A, e Ee] Ay

Aoty o & 59, dEEo] Histal = Ass 479 NCBE &34 Had =+
UL, o] e BE F7IESH HEHGANA FEHE A97F AR oAl EejA,
AEZe] TAFE Y YWEAEEAd #3 72 (Rules on International Cooperation
and on the Internal Control of Archives)o. % HEFAH| #3t x5H T IHA 7}

Stk Aot

THES] 54 SAlEe, 2HvieAd, ded G, =AE, Eyeld, Arist
A Y, & e o)l 3ol vid wHxHe] A Ve Tl
ek oot xiQkell leiM B|d=re] A=k & E

ojthia2) o17|A et T WA= =AZARME G| dEEo] i, dEE W

138) Tony Bunyan, The Europol Convention(London : A Statewatch publication, 1995), p. 1
HzZ.

139) Ibid., p. 1 =,

140) John Benyon, Lynne Turnbull, Andrew Willis, Rachel Woodward & Adrian Beck, op.
cit,, p. 129; Michael Santiago, op cit., p. 20 # 2, Ilias Bantekas, Susan Nash, and Mark
Mackarel, International Criminal Law(LondonSydney : Cavendish Publishing Limited,
2001), p. 215 =,

141) JHZY AFZH T sl FALS FAdste AlE Aot Souheil EL Zeim, "Striving
Towards Common Goals Can FEuropean Organizations work together?”, Interpol: 75
years of International Police Cooperation(London : Kensington Publications Ltd, 1998),
pp. 20-22 FZ.
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T, oul, Astel mebd AFe] FEThSol ALH WA e F T 1 oy
o BATAA FFol WA HAH FFo} Qi WAZ Y, Fel, A ARl hB
AR, AR, AN WA, FH, AQ, AFFED, A L FF AN o W
(A7), A=, BEA, BEE L 0SE AA, 9, 49 E 90w FEA 9

z 3AY, e 9 - wx, AFENEE, HE2F), =9 Ader 40 thd WA

ia}
Y
=3
O
lo,
=
o
RuAish

m gago] e Aol ofli, AENE ol FAA Aol Y= WA dF A

2]
A, 714 da, 559 A7k o3 aHQl A T8 Adsks o]tk

[e)
o elaln AAE =Alzotolels dolt. BA, fYES 7 AL mE #PE

142) &Y A2z 1%

143) FHE doF A2z 133 1 F&5A4.

144) Chantal Joubert & Hans Bevers, Schengen Investigated: A Comparative Interpretation
of the Schengen Provisions on International Police Cooperation in the Light of the
European Convention on Human Rights(The Hague - London - Boston : Kluwer Law
International, 1996), p. 41 &=,
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oA A&EF EETH A YR FEH I e Aotk uAlA FHE
doke] sliAMel wete] Bld=mzte] EAo] WA Aol FHPAPEAAEA(Court  of
Justice of the European Communities)ol| Al #&H-S Fojslar girh14D = UNZ A
FHAE 21 s FAZIF7E UN F3]9] 817t2 A PR A a4 ods
2T F e A ZE WA oths) AR ddd=et ZRHAES AAste] 9
Z BR149) 9 GHZA HE JE QYEdA SH wAle] #3 F3S Hof
It Holth1s0) tivk o] A7 (& 5, WHO(World Health Organization),
ICAO(International Civil Aviation Organization)”} UN&# #|57%9} A632E A
2 UN AFFAS Adsta Ade g8 35S EUse A98S AW 7]Folx
# UNDCP(United Nations Drugs Control Programme)Z #|¢]dta2 UN¥ EW3H

AfFaAE Ra dvks AS Zoks 5 glelvh

FHES dFe A4 dAe Ad W, S O SAREERdd Aol Fd=7te

145) &k A2w6=x 2 - 3.

146) &3 oF A3Bx 23

147) Protocol drawn up on the basis of Article K.3 of the Treaty on European Union, on the
interpretation, by way of preliminary rulings, by the Court of Justice of the European
Communities of the Convention on the establishment of European Police Office A1%.

148) UNEG #9663 28 H A APF Al 274 A6bx =,

149) F9& @< A26x 38 2 A37x.

150) FHZ FoF A)41%; Protocol drawn up, on the basis of Article K.3 of the Treaty on
European Union and Article 41(3) of the Europol Convention, on the priviledges and
immunities of Europol, the members of its organs, the deputy directors and employees
of Europol: OJ C 221, 19/07/1997, p. 2) #Z; FHEZ 24 HE%+E 737 (Council Act
of 3 December 1998 laying down the staff regulations applicable to Europol employees:
0J C 026, 30/01/1999, pp. 23-81) #A19x F=.
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& 2w AL AQdel ek Bl wsto] sd=3te] 2 4,
HER R WAl el frEF kel old Aol friolatslel ofsto] Fold thE
Aol g Y Solth1ss) olefo] Hdme] FHE ol e Udnt W] AE,
=] 94 o it g odd e T8 e dore S i

HuAE 2d35te] EUoALE] M| A& 3hc} 159

ok

Act of the Management Board of Europol of 1 October 1998 laying down Its
Rule of Proceduredl|160) =2 9| ds]e] FQ A2 b5 2ot
D I3l Aol ol 27ekw, 7 Fe Holw Fwe sodE A

7)
THI6D = o)7ke] QI7]E 671doln® Aol 67hdo] i 397t JiA €T

HoF A28% 18 13-23%.
A|28% 103t
160) OJ C 026, 30/01/1999, pp. 82-85.
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MILOSEVIC Slobodan

CONTROL Mo, A-5187-1999

REQUESTED BY: INTERNATIONAL CRIMINAL TRIBUNAL FOR,
FORMER YUGOSLAVIA (LOCATED IN THE HAGUE, NETHERLANDS)
FILE No.: 199929606

DATE OF PUBLICATION: 23rd July 19949

21

FUGITIVE WANTED FOR PROSECUTION

PRESENT FAMILY NAME: MILOSEVIC

FAMILY NAME AT BIRTH: MILOSEVIC

FORENAME: Slobodan 14 SEX: M
DATE AND PLACE OF BIRTH: 20th August 1941 - Pozarevac, Present-day Serbia
FATHER'S FAMILY NAME AND FORENAME: MILOSEVIC Svetozar
MOTHER'S FORENAME: Stanislava

IDENTITY CONFIRMED

NATIONALITY: SERBIAN (CONFIRMED)

IDENTITY DOCUMENTS: M/A

ALSD KNOWHN AS: N/A

DESCRIPTION: N/A

DISTINGUISHING MARKS AND CHARACTERISTICS: N/A
OCCUPATION: President of the Federal Republic of Yugoslavia
LANGUAGES SPOKEN: Serbo-Croat, English
REGIONS/COUNTRIES LIKELY TO BE VISITED: N/A

ADDITIONAL INFORMATION: MILOSEVIC obtained a law degree from the University of Belgrade,
Former Yugoslavia, in 1964 and was President of the Beogradska Banka in the Former Yugoslavia until

1983,

JUDICIAL INFORMATION

SUMMARY OF FACTS OF THE CASE: FEDERAL REPUBLIC OF YUGOSLAVIA, Kosove:

Between |51 January 1999 and 22nd May 1999, MILOSEVIC, MILUTINOVIC, SAINOVIC, OJDANIC
and STOJNLIKOVIC planned, instigated, ordered, commirted or ciberwise aided and abetied a campaign

of terror and vielence directed st Kosovo Albanian civilians living in the Federl Republic of

Yugoslovia,

CONFIDENTIAL INTENDED ONLY FOR POLICE AND JUDICIAL AUTHORITIES
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This campaign was exceuted by forces of the Federal Republic of Yugoslavia and Serbiz acting at the
direction, with the encouragement. or with the support of MILOSEVIC. MILUTINOVIC, SAINOVIC,
OIDANIC and STONLIROVIC, and resulted in the forced depontation of 7400000 Kosovo Albanian
civilians, and the mass Killings of over 400 men, women and children.

ACCOMPLICES:

MILUTINOVIC Milan, borm on 1% December 1942, subject of red notice File No, 199929612,
Control No. A-5197-1949%;

SAINOVIC Nikola, bom on Tth December 1948, subject of red notice File No. 1999259613,

Control No, A-32007-19949;

CUDANIC Dragoljub, born on 15t June 1941, subject of red notice File Mo, 199929615,

Control No, A=521/7-1994;

STOJNLIKOVIC Viaiko, subject of red notice File No. 199929617,

Control No, A-522/7-1999,

CHARGE: Crimes against humanity, violations of the laws or customs of war, deponation, murder and

persecutions
LAW COVERING THE OFFENCE: United Nations Security Council Resolution 827 of
25th Mav 1993, Articles 3, 5. 1% 2) and 29 of the Statute and Rules 54 10 61 of the Rules of Procedure

and Evidence of the International Criminal Tribunal for Former Yugoslavia

MAXIMUM PENALTY POSSIBLE: Life imprisonment

TIME-LIMIT FOR PROSECUTION OR EXPIRY DATE OF ARREST WARRANT: None
ARREST WARRANT: No number (case Mo, [T-99.37-1), issued on 24th May 1999 by the
International Criminal Tribunal for Former Yugoslavia (located in The Hague, Netherlands)

MName of signatory: David Hum, Judge of the Intemational Criminal Tribunal for Former Yugoslavia
COPY OF ARREST WARRANT AVAILABLE AT THE GENERAL SECRETARIAT IN THE
LANGUAGE USED BY THE REQUESTING COUNTRY: YES

N "ED

IF FOLIND, PLEASE ARREST AND DETAIN PENDING TRANSFER TO THE TRIBUNAL AS SET
OUT IN THE WARRANT OF ARREST. PURSUANT TO RULE 57 OF THE RULES OF
PROCEDURE AND EVIDENCE OF THE INTERNATIONAL TRIBUNAL.

IMMEDIATELY INFORM THE INTERNATIONAL CRIMINAL TRIBUNAL FOR FORMER
YUGOSLAVIA, THE HAGUE (Reference [NV 04538§aJR/mf of 18th June 1999) AND THE ICPO-
INTERPOL GENERAL SECRETARIAT THAT THE FUGITIVE HAS BEEN FOUNIL

File Mo, 199929606 Control No, A-518/7-1999
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FRANCO Guy Maurice
B-70/12-2000
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FONNABE GRveE

PHOTOGRAPHED ON 19TH OCTOBER 1994 [N AIX-EN-PROVENCE, FRANCE
FINGERPRINTED ON 17TH JUNE 1991 IN CAVAILLON, FRANCE

PRESENT FAMILY NAME: FRANCO

FORENAMES: Guy Maurice SEX: M

DATE AND PLACE OF BIRTH: 23rd October 1948 - Bonnieus, Vaucluse, France
“ATHER'S FAMILY NAME AND FORENAME: FRANCO Henn

MOTHER'S MAIDEN NAME AND FORENAME: PANZA Berthe

IDENTITY CONFIRMED - NATIONALITY: FRENCH (CONFIRMED)
DESCRIPTION: Height 176 cm, slim build, brown eves.

DISTINGUISHING MARKS AND CHARACTERISTICS: Several tattoos (see photographs). emaciuted
face,

LANGUAGE SPOKEN: French.

ADDITIONAL INFORMATION: FRANCE: Recorded fior receiving stolen property with aggravating
circumstances and criminal conspirsey, He is currently implicated in a drugs case.

ACCOMPLICE: FINE Robert, bom on 27th September 1950, subject of blue notice File No, 2000/57776,
Control Mo. B-71/12-2000,

File No, 2000/57778 Caontrol No. B-T0/12-2000

CONFIDENTIAL INTENDED ONLY FOR POLICE AND JUDICIAL AUTHORITIES
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SUMMARY OF FACTS OF THE CASE: FRANCE, Gard, Roquemaure: On 20th December 2000,
FRANCO and FINE shot at police officers when they were about to be stopped and questioned. One police

officer was Killed and a second officer was seriously wounded. FRANCO and FINE escaped in a Peugeot
603 car, registration No. 7585 WF 30,

: To locate and trace only. Please send any information available to INTERPOL

FRANCE {Rcﬁ:r:mc IK PIEDACKOCRB] 213/00 of 215t December 2000), and the ICPO-Interpol General
Secretariat.

BTV 1 2-2000
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WINTERHALDER Edward Warren
C-35/6-2000

WINTERHALDER Edward Warran C-38/6-2000
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CAUTION: THIS PERSON IS CONSIDERED TO BE DANGEROUS

PRESENT FAMILY NAME: WINTERHALDER
FORENAMES: Edward Warren SEX: M

DATE AND PLACE OF BIRTH: 12th June 1955 - Connecticut, United States
» r W E? 5

DESCRIPTION: Height 170 cm, weight 67 - 68 kg, brown hair, blue eyes,
ALSD KNOWN AS: WINTERHALDER Edward Lee.
COUNTRIES LIKELY TO BE VISITED: Germany, Mexico.

ADDITIONAL INFORMATION: UNITED STATES: WINTERHALDER has a criminal record for
resisting arrest, theft and possession of stolen vehicles, carrying a concealed weapon and firearm, forging a
United States treasury check, possession ol a fietitions driving licence, concealing stolen property.

3 VITIES AN . WINTERHALDER is President of the Tulsa,
Oklahoma, chapier of the Bandidos motoreycle club. The Bandidos chapters are organized crime groups
which are heavily involved in drug trafficking. This constitutes their main source of income. They rely on
violence and intimidation to prevent their members from being prosecuted for criminal acts,

File No. 20040/ 24860 Control No, C-35/6-200(0

CONFIDENTIAL INTENDED ONLY FOR POLICE AND JUDICIAL AUTHORITIES
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Their illegal activities include murder, importation and distribution of drugs, rape, assault, fircarms offences,
extortion, intimidation of potential witnesses, thefi from military depots, bombings, and motorcycle and
wehicle thefi.

Initially, the Bandidos were simply rowdy and violem motoreyele enthusiasts at war with society. Now they
form a highly sophisticated eriminal organization and constitute one of the largest outlaw motorcyele gangs

in the world with chapters in at least & countries. There are over 25 chapters of the Bandidos motorcyvele
club in the United States.

PURPOSE OF NOTICE: To give law enforcement agencies in member countries information about
someone who has committed, or is likely to commit, offences affecting several countries.

In order that this notice may be kept up to date, please send any additional information abowt this person 1o
INTERPOL WASHINGTON (Reference 2000020015325XB of June 2000) and the ICPO-Interpo] General
Secretarial,

C-35/6-2000
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VAN ZIJL Catharina Ida Lambertus
F-126/10-1886

PHOTOGRAPHED (LEFT)

PRESENT FAMILY NAME: VAN ZITL FORENAMES: Catharina Ida Lambertus ~ SEX: F
DATE AND PLACE OF BIRTH: 3rd May 1935 - the Hague, Netherlands

FATHER'S FAMILY NAMES AND FORENAMES: VAN ZIIL Wilhelmus Johannes
MOTHER'S MAIDEN NAME AND FORENAMES: SCHAFFHAUSEN Catharina Mathilda

NATIONALITY: NETHERLANDS CITIZEN

DESCRIPTION: Height 165 cm, weight 58 kg, brown hair, brown eves.
DISTINGUISHING MARKS AND CHARACTERISTICS: Has had a facelifi.
ALSO KNOWHN AS: Kirty or Kitty.

QCCUPATION: Yoga teacher.

LANGUAGES SPOKEN: Dutch, French, English, German, Spanizh.
CLOTHING: Classic type.
MARITAL STATUS: Divorced.

CIRCUMSTAMNCES OF DISAPPEARANCE: In 1992, VAN Z1IL and her daughter HOOGENRAAD
Marjolein, went 1o India to search for SCHOEN Carina Mana. Nothing has been heard from VAN Z1LIL

or her daughter since then, SCHOEN had gone to India on 22nd January 1987 "to join Sai Baba". She
staved in Bombay, Kashmir and Bangalore. She kept in touch with her family in the Netherlands until
16th February 1987, She was last said o be staying in nonth Pakistan. Nothing has been heard from her
since that time.

ADDITIONAL INFORMATION: SCHOEN Carina Maria. bom on 23rd October 1935, is the subject of
vellow notice File No. 34960/%%6, Control No. F-125/10-1996 (see middle photograph); HODGENRAAD
Marjolein, born on 18th October 1968, is the subject of yellow notice File No. 34964/96, Control No.,

F-127/10-1996 (see photograph on right).

PURPOSE OF NOTICE: Issued at the request of the Netherlands authorities in order to locate this person.
If raced, please ask if her address may be disclosed. Please send any information available to INTERPOL
THE HAGUE (Reference 7.223.0/96.1881(9655139) of 13th August 1996) and the ICPO-Interpol General
Secretarial

File No, 34962/96 Control No. F-126/10-1996

CONFIDENTIAL INTENDED ONLY FOR POLICE AND JUDICIAL AUTHORITIES



. CADAVRE A IDENTIFIER . CADAVER POR IDENTIFICAR
- CORPSE TO BE IDENTIFIED  Lgmrle Spsh fwed 31y iix D-83/10-199

NETHERLANDS: On 18ith September 1996, the body of a man was found in the waters of the
Hewtmankade in Amsterdam. The cause of death is unknown

DESCRIPTION: {see F’!mhlsmphl

White male, aged between 200and 35 years, height 178 em, light brown hair, goatee beard, brown eyes,
sircumcised, piercing in right eyebrow, tattoo of a rabbit head and a “joim™ on left upper arm and shoulder
(see photograph).

TEETH: Imegular; no dental treatment or fillings; upper comer teeth overlap the front testh

CLOTHING: Grev/beige naval sweater, size 48, make "Challenger”; white/beige T-shir with buttons, size
XL. a label marked "Guepard” on lefl sleeve: black and white check trousers with butten fastening, size 28,
make "TSI"; black canvas belt with copper buckle; blue and vellow check boxer shons with a Nlower print,
French origin. make "Mamal T3";, white socks with brown flower print; brown and green shoes, make
"Railers”

REASON FOR NOTICE: Issued at the request of the Netherlands authorities for idemification purposes
Flease send any information available to INTERPOL THE HAGUE (Reference 5.41/9%.12481 asn/mivi
GR398E5) of Bth Ociober 1998) and the ICPO-Interpol General Secretarial.

File No. 199839421 Control No, D-83/10-1998

CONFIDENTIAL INTENDED ONLY FOR POLICE AND JUDICIAL AUTHORITIES




151

wr
il

100

K

—_

ol
oll

=

Ee]
Ry

e

pzs

2 “IFAPA

5
T

3

-

R

Hd 2 7T

J A}

K

A1z “=ZA

ol

A2z B 7179

=

[ei3

Ao 7]o]

A HelA el A
XN

=3
=

7 2g}ol

uol—

o

© 7] dd WE
@ REWH o

B
T

o1 750 BT

-
R

A4z 7+ 57}

3|94 2/301e] AL

=

o

o

R

71 7+

=

k9
yal

1.

St

ko)

Ao]of

T ARRE A Al E S of
(o3}

K
oK

3} o] LA

o

=

o}

-

RN

A7)+

e

pzs

=

- BAFRAT
al

- bR

A5z FA G



152

o)

ﬂ
il
=l
=
o

A
)

=3
,.mo
o))
o
-

N~

N

2 179 B4

e

AR |

)
“

3] Qe wopo

3y
bo ot

5|

g

s

|

Hog A

1

Bl

BH

o QuAbEel

o
i=]

o

Mo

—

NI
oF
™

o)

il
JJJ

o

!
]
mH
o
i
ﬁo

@ <jAel

el

s

A2z f

)

XO

ol

@

#9] A%

=it

Frhar Q14w

J|

@ 71e} o

el
&

® & 7177t 4

—_

{Jo

o #uj=]#]

1
=
o
o

oF

—

A

l’
—_
o

SEERE EEE

1
T

A10ZE %3]

& ok

e

PNF3 =

SER

il

o

oF

wjr
)

fiie)
Mo
s

el

2

= 371% 554

A1z F3



Ju

153

-z

A2z F3= g71e] HAFSAA AT Aas AdAstelor drh 27539
AR} AREEAT FolT AT A7 Folo ojste] A

A13x F3olA 2o dixs 19l gete] Fxds 7Hith

A4z A4l o3ty 2/3 s QR e 495 ALt e IneE oA
sk,
ST

A2 O PAIA8E F4, 390 P4 2 A9 9goz P
@ AaAs198 99 139 A M nelste] sk defol Fhtl.

A6 D FAs 3] FEAE HU% RN SN AZ @
@ FAAAGNE 2/3 ool AAS s, Wt 23 FxolA 2/3 0|4k
A4 e AX Faw the ko] oja,
® FAl9h FEAE 242 2 YFelA vejep Fu)

A7E FA9 A7l 43de= s, FFA9 d7l= 3de= &, d7] wk

zo] Ago] gAY 2a| FrEolo}
A8ZE FA9 AT thedt gl
D %3 2 A8 FHoFA L 2oy
@ 717e) BFo] 23 2 QAL A4 RS ug

® Fbsd @ AREYE AP ASA PE A

A19x FAAL3)e] A 982 F3A dEs d7l= 3dem v drivts



154

2]

At 5U A9 AdE F ek

0

A0 YAAQE Holx vhd 12)o1F AFH FA7k olF 2@,

A1z QAP wE 9L T QR o) 7t A%Te] flEAATt
ofa, 7)ol EARA FEatelol ).

A22% QAN e vew 2.

3o Al

©
IIN
ot
Ho
ro,
ob
N
=
Jo
9
ol
g
rO
o,
ok
rlr
A
-
ke
s
S~
Rad
A
Lo
)
-I |
o)
Ll
ofy

A24z A3 A9 QVIvtE Akl AHHE F3e] dVFRAMA 2 A
& Hdith
AVR & =

262 AHFETe dFE ey 2ok
O &3] 2 A9 As]e] AARAES At
@ HEHF el ol =A “AE"e] qeE

® 71% 9 AR “HEe] e F

o

rot

o



A27Z

A|28%

A29%

A|30%

@ 717 &8 P g
® W7k R AR WHS KA o WA Sl BaY s
SAFYATES Fotel Helank
Z

® .
@ 3, AAA98] D B 7)o JE} slwe] FHelolA AR QRE 5

ARETE AREYS 1 TYRE A J1E R JPHRoE FHE,

Joll olate] Z3|oA] dWEtE, 1 7= 5o
2 gk AT 7 dom, Al 6540tk v d7]s A detils
%

3ol diste] APS vk AFFEES F3], JAHAE 2 FE578
ofell A7k 4= v AT Fdel 3ot ZIgrE thasks Al

1
W 54974 gEaNE ohHt.

jules

AEEAT T AAe Qo] glolA] s)Tol9le] ojshd Rt o
22E ANE FaAAG wopAt ohHh AFERT 1 AQe 59 =

AH ARE AL GEL sl Bk 71 FAAL ATEAT 1 499
37

\=]

=
FAH JAQS EF0k s, 5] Aol JF M o
=

hl

ok dk BE e ARTY 71 A9 Jrrde Fev)



bl Aol Wl 8

©

11 9

©

&
R

R

o

=y
T

9
y8A

1oy,

o

S

o}

[e)

=

_]

9] el 24

gt} 7S At

Fe B )T BFe] FA3
DL

S
=

il
s

A

@ Ee] FAVFEPAHL

® T AFES

156

_#OL

¢

A33E Ao 4ol gD

bl b

°©

Jo =7he} el

o

bol AbEtol

9

=7k o

o

vze)
ﬁe
el
)

1=

A4Z 71T QL BAle) Bate] “mETA A W & ek
o}

A36

ofell A AAA o= gAd

-
R

th 3E2 7)ol A E]

g4

s

3}
o}

I

=l

)

e
oF
o

o]

uzel
T
o)
o
[ +U

ATZE DEE

o
—_—

|

-

off A 3F XY



1

9
y8A

=

o

=

157

3} A
o}o}
3 el

==
fLN

=

=

A7)

=

bl 3 9isre] B

©

oko] o] A

HPAY <<
I BA

P
T

=
=

acs

ko)
gl

3]of| A

)

I
pisl

%]

—

[e)

-

Ll

3 oF

B
H) A 52k 7]

@O BA=re] A
@ 3y

=

A38% 7179 AYEe & g}

A39% %3014
£t 7| Rotel
A41z 7)1+

o TE e T o
LGN ol s 7o
PREE < F
B No mw mW -
WoR g 0
o L %
9l _ ) )
- = BT o
ol x_t f o ‘UI X ﬂx
~=¢) rL ! .~ E .
0 R 2 % 0
o Mw [ T mm
0 X OﬁE 1 = e T
wr for oF 2 o o v
" ° “U7H _XL
4 - a T o
W &H ur i Mo o
= =~ = Jo n- o % ol
M X B o @ o 5 o
¥oE g _ Y » B
L T o % W g 2
ol s ooomy T - Hmo - z
OO S o ®
© Ry MM ) - o oo Al
T T R = <l ot m g
‘;dﬂ o J_,m_! 1o n 1* _,A_l o
Mo T Ak ) _ B H = f§)
= b ¥ G oK NI
%z Ey s =) R o) il
W T o o 0 CO®
— — = 5 ~
X DT._ OﬁE 0 b3 ”.7” Ot < N Mﬂ
dzadby N oeRE &
h b dﬂ Lt O“_O o El ) o
Mo oo w RT TR L ST
o X
10l R "



158

44z 2 P A8 it F5S A F3Ol oM AAHI, olF
T F3olAM 2/3vr= AEgd 5 vk

A45Z 214 7A sk I7FE tiEshE 73S dARR|BHS Folo] B 3
S FEE = gles AMskA &= 3 B 7| 3dsro g 7HEgt) o
oo

Sk ARGEE B A% AAAND 6709 ool Wa)

A46x Hzxo] AAANAM 47] 1de] A 18-S FHoz AEdrh Hxo A7

A47Z FAGAA LA (ICPC)e] Aoz 2do] @ thizk 243 Ao/
= 37t FAYAE Z7)FICPO) O 383k Alael ¥

lo

A48Z FABAA I Q39 AAre BT TAGAH R ol ol g,

A49x & FAANA Eofof o= a3t Zkh

S F o FARAAR T

S d g FARAERT) e A%

- ARER L FAGAART) T AE

S EE RS LS ERE

- % 82 o7 29

-8 9 F R Ay Adzel AR FARAART] T B9

S E: R A% ATz 74 fEdel Sa gE

- Y R AR A9z A vlel W) PSR el BBH 2
A50& 2 A2 19564 69 13U 5 Alsdste)



-z
Ju

159

=
= 2]

A7 A4bzo] Aol ALy wriEh

ofFlel), esEddecl, o xEelol, Mrle], Bebd, woji(mske), Furiol
Arbeh, AE, del, 2Eulel, mssels), P, vk, wegsbEets, olgE, del
o, Aere

B —
dAgEst=y, e, e, Q1R QUEvAoL ofg, ofset

’

ol
>
i
e

A, olgelol, AR, a=d, duhiz, ulelol, gulol, SHF=, WA m, Eiba, Ud
wE, vdderEd s, FANE, wEdol, shy2w, Belw, TR, AR, AR

shefulol, 239l e, Feld, 2slu, 29l Alglel, HE HY, 4% v $23)

i
=
o
b
o
r o
)
e
N
ot
o
[S—
3o)
o)
B
]
o
(%)
T
—
o
0
N
BN



160




Ju

161

-z

M. Schengen Implemention Convention(excerpts)

(CONVENTION  from 19 June 1990 APPLYING THE SCHENGEN
AGREEMENT OF 14 JUNE 1985 BETWEEN THE GOVERNMENTS OF THE
STATES OF THE BENELUX ECONOMIC UNION, THE FEDERAL
REPUBLIC OF GERMANY AND THE FRENCH REPUBLIC, ON THE
GRADUAL ABOLITION OF CHECKS AT THEIR COMMON BORDERS)

Title Ill Police and Security

Chapter | Police Cooperation

Article 39

1. The Contracting Parties undertake to ensure that their police authorities
shall, in compliance with national legislation and within the limits of their
responsibilities, assist each other for the purposes of preventing and
detecting criminal offences, insofar as national law does not stipulate that
the request is to be made to the legal authorities and provided the request
or the implementation thereof does not involve the application of coercive
measures by the requested Contracting Party. Where the requested police
authorities do not have jurisdiction to implement a request, they shall

forward it to the competent authorities.

2. The written information provided by the requested Contracting Party under
paragraph 1 may not be used by the requesting Contracting Party as
evidence of the criminal offence other than with the agreement of the

relevant legal authorities of the requested Contracting Party.

3. Requests for assistance referred to in paragraph 1 and the replies to such
requests may be exchanged between the central bodies responsible in each

Contracting Party for international police co—operation. Where the request
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cannot be made in good time by the above procedure, it may be addressed
by the police authorities of the requesting Contracting Party directly to the
competent authorities of the requested Party, which may reply directly. In
such cases, the requesting police authority shall as soon as possible inform
the central body responsible in the requested Contracting Party for

international police co-operation of its direct application.

In border regions, co-operation may be covered by arrangements between

the responsible Ministers of the Contracting Parties.

The provisions of this Article shall not preclude more detailed present or
future bilateral agreements between Contracting Parties with a common
border. The Contracting Parties shall inform each other of such

agreements.

Article 40

1.

2.

Police officers of one of the Contracting Parties who, within the framework
of a criminal investigation, are keeping under observation in their country,
a person who i1s presumed to have taken part in a criminal offence to
which extradition may apply, shall be authorized to continue their
observation in the territory of another Contracting Party where the latter
has authorized cross-border observation in response to a request for
assistance which has previously been submitted. Conditions may be

attached to the authorization.

On request, the observation will be entrusted to officers of the Contracting
Party in whose territory it is carried out.

The request, for assistance referred to in the first subparagraph must be
sent to an authority designated by each of the Contracting Parties and

having jurisdiction to grant or to forward the requested authorization.

Where, for particularly urgent reasons, prior authorization of the other

Contracting Party cannot be requested, the officers conducting the
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(a)

(b)

observation shall be authorized to continue beyond the border the
observation of a person presumed to have committed offences listed in

paragraph 7, provided that the following conditions are met:

the authorities of the Contracting Party designated under paragraph 5, in
whose territory the observation is to be continued, must be notified

immediately, during the observation, that the border has been crossed;

a request for assistance submitted in accordance with paragraph 1 and
outlining the grounds for crossing the border without prior authorization
shall be submitted without delay.

Observation shall cease as soon as the Contracting Party in whose

territory it is taking place so requests, following the notification referred to

in (a) or the request referred to in (b) or where authorization has not been

obtained five hours after the border was crossed.

3. The observation referred to in paragraphs 1 and 2 shall be carried out only

under the following general conditions:

(a)

(b)

(c)

(d)

The officers conducting the observation must comply with the provisions
of this Article and with the law of the Contracting Party in whose
territory they are operating; they must obey the instructions of the local

responsible authorities.

Except in the situations provided for in paragraph 2, the officers shall,
during the observation, carry a document certifying that authorization has

been granted.

The officers conducting the observation must be able at all times to

provide proof that they are acting in an official capacity.

The officers conducting the observation may carry their service weapons
during the observation save where specifically otherwise decided by the
requested party; their use shall be prohibited save in cases of legitimate

self-defence.
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(e) Entry into private homes and places not accessible to the public shall be

prohibited.

(f) The officers conducting the observation may neither challenge nor arrest

(g)

(h)

the person under observation.

All operations shall be the subject of a report to the authorities of the
Contracting Party in whose territory they took place; the officers

conducting the observation may be required to appear in person.

The authorities of the Contracting Party from which the observing
officers have come shall, when requested by the authorities of the
Contracting Party in whose territory the observation took place, assist
the enquiry subsequent to the operation in which they took part,

including legal proceedings.

4. The officers referred to in paragraphs 1 and 2 shall be:

(a)

(b)

(c)

as regards the Kingdom of Belgium: members of the "police judiciaire
prés les Parquets”, the "gendarmerie” and the "police communale” as well
as customs officers, under the conditions laid down in appropriate
bilateral agreements referred to in paragraph 6, with respect to their
powers regarding illicit traffic in narcotic drugs and psychotropic
substances, traffic in arms and explosives, and the illicit carriage of toxic

and dangerous waste;

as regards the Federal Republic of Germany: officers of the "Polizeien des
Bundes und der Lander” as well as, with respect only to illegal traffic in
narcotic drugs and psychotropic substances and arms traffic, officers of
the "Zollfahndungsdienst” (customs investigation service) in their capacity

as auxiliary officers of the public ministry;

as regards the French Republic: officers and criminal police officers of the
national police and national "gendarmerie” as well as customs officers,

under the conditions laid down in appropriate bilateral agreements referred
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to In paragraph 6, with respect to their powers regarding illicit traffic in
narcotic drugs and psychotropic substances, traffic in arms and explosives,

and the 1llicit carriage of toxic and dangerous waste;

(d) as regards the Grand Duchy of Luxembourg: officers of the "gendarmerie”
and the police as well as customs officers, under the conditions laid down
in appropriate bilateral agreements referred to in paragraph 6, with respect
to their powers regarding illicit traffic in narcotic drugs and psychotropic
substances, traffic in arms and explosives, and the illicit carriage of toxic

and dangerous waste;

(e) as regards the Kingdom of the Netherlands: officers of the "Rijkspolitie”
and the "Gemeentepolitie” as well as, under the conditions laid down in
appropriate bilateral agreements referred to in paragraph 6, with respect
to their powers regarding illicit traffic in narcotic drugs and psychotropic
substances, traffic in arms and explosives and the illicit carriage of toxic
and dangerous waste, officers of the fiscal information and research

service responsible for entry and excise duties.

5. The authority referred to in paragraphs 1 and 2 shall be:

(a) as regards the Kingdom of Belgium: the "Commissariat général de la
Police judiciaire”;

(b) as regards the Federal Republic of Germany: the "Bundeskriminalamt.”;

(c) as regards the French Republic: the "Direction centrale de la Police
judiciaire”;

(d) as regards the Grand Duchy of Luxembourg: the "Procureur général
d'Etat”;

(e) as regards the Kingdom of the Netherlands: the "Landelijk Officier van

Justitie” responsible for cross—border observation.

6. The Contracting Parties may, at bilateral level, extend the scope of this

Article and adopt additional measures in implementation thereof.
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7. The observation referred to in paragraph 2 may take place only for one of
the following criminal offences:

(a) assassination,

(b) murder,

(c) rape,

(d) arson,

(e) counterfeiting,

(f) armed robbery and receiving of stolen goods,
(g) extortion,

(h) kidnapping and hostage taking,

(i) traffic in human beings,

(j) illicit traffic in narcotic drugs and psychotropic substances,
(k) breach of the laws on arms and explosives,
(1) use of explosives,

(m) illicit carriage of toxic and dangerous waste.

Article 41

1. Officers of one of the Contracting Parties following, in their country, an
individual apprehended in the act of committing one of the offences
referred to in paragraph 4 or participating in one of those offences, shall
be authorized to continue pursuit in the territory of another Contracting
Party without prior authorization where given the particular urgency of the
situation it was not possible to notify the competent authorities of the
other Contracting Party by one of the means provided for in Article 44
prior to entry into that territory or where these authorities have been

unable to reach the scene in time to take over the pursuit.

The same shall apply where the person pursued has escaped from

provisional custody or while serving a custodial sentence.
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The pursuing officers shall, not later than when they cross the border,
contact the competent authorities of the Contracting Party in whose
territory the pursuit is to take place. The pursuit will cease as soon as the
Contracting Party on the territory of which the pursuit is taking place so
requests. At the request of the pursuing officers, the competent local
authorities shall challenge the pursued person so as to establish his

identity or to arrest him.

. The pursuit shall be carried out in accordance with one of the following
procedures, defined by the declaration provided for in paragraph 9:

(a) The pursuing officers shall not have the right to apprehend.

(b) If no request to cease the pursuit is made and if the competent local
authorities are unable to intervene quickly enough, the pursuing
officers may apprehend the person pursued until the officers of the
Contracting Party in the territory of which the pursuit is taking place,
who must be informed without delay, are able to establish his identity

or arrest him.

. Pursuit shall be carried out in accordance with paragraphs 1 and 2 in one

of the following ways as defined by the declaration provided for in

paragraph 9:

(a) in an area or during a period as from the crossing of the border, to be
established in the declaration;

(b) without limit in space or time.

. In a declaration referred to in paragraph 9, the Contracting Parties shall
define the offenses referred to in paragraph 1 in accordance with one of

the following procedures:

(a) The following offences:
- assassination,

- murder,

- rape,

- arson,
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- counterfeiting,

- armed robbery and receiving of stolen goods,

- extortion,

- kidnapping and hostage taking,

- traffic in human beings,

- 1llicit traffic in narcotic drugs and psychotropic substances,

- breach of the laws on arms and explosives,

- use of explosives,

- 1illicit carriage of toxic and dangerous waste.

- taking to flight after an accident which has resulted in death or serious

injury.

(b)

Extraditable offenses.

5. Pursuit shall be subject to the following general conditions:

(a)

(b)
(c)

(d)

(e)

(f)

The pursuing officers must comply with the provisions of this Article
and with the law of the Contracting Party in whose territory they are
operating; they must obey the instructions of the competent local
authorities.

Pursuit shall be solely over land borders.

Entry into private homes and places not accessible to the public shall
be prohibited.

The pursuing officers shall be easily identifiable, either by their
uniform or by means of an armband or by accessories fitted to their
vehicle; the use of civilian clothes combined with the use of unmarked
vehicles without the aforementioned identification is prohibited; the
pursuing officers must at all times be able to prove that they are
acting in an official capacity.

The pursuing officers may carry their service weapons; their use shall
be prohibited save in cases of legitimate self-defence.

Once the pursued person has been apprehended as provided for in
paragraph 2(b), for the purpose of bringing him before the competent

local authorities he may be subjected only to a security search;
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handcuffs may be used during his transfer; objects carried by the
pursued person may be seized.

(g) After each operation mentioned in paragraphs 1, 2 and 3, the pursuing
officers shall present themselves before the local competent authorities
of the Contracting Party in whose territory they were operating and
shall give an account of their mission, at the request of those
authorities, they must remain at their disposal until the circumstances
of their action have been adequately elucidated; this condition shall
apply even where the pursuit has not resulted in the arrest of the
pursued person.

(h) The authorities of the Contracting Party from which the pursuing
officers have come shall, when requested by the authorities of the
Contracting Party in whose territory the pursuit took place assist the
enquiry subsequent to the operation in which they took part, including

legal proceedings.

6. A person who, following the action provided for in paragraph 2, has been
arrested by the competent local authorities may, whatever his nationality,
be held for questioning. The relevant rules of national law shall apply by

analogy.

If the person is not a national of the Contracting Party in the territory of
which he was arrested, he shall be released no later than six hours after
his arrest, not including the hours between midnight and 9.00 in the
morning, unless the competent local authorities have previously received a
request for his provisional arrest for the purposes of extradition in any

form whatever.

7. The officers referred to in the previous paragraphs shall be:

(a) as regards the Kingdom of Belgium: members of the "police judiciairce
pres les Parquets”, the "gendarmerie” and the "police communale” as well
as customs officers, under the conditions laid down in appropriate bilateral
agreements referred to in paragraph 10, with respect to their powers

regarding illicit traffic in narcotic drugs and psychotropic substances,
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(b)

(c)

(d)

(e)

8.

traffic in arms and explosives, and the illicit carriage of toxic and
dangerous waste;

as regards the Federal Republic of Germany: officers of the "Polizeien des
Bundes und der Liander” as well as, with respect only to illegal traffic in
narcotic drugs and psychotropic substances and arms traffic, officers of
the "Zollfahndungsdienst” (customs investigation service) in their capacity
as auxiliary officers of the public ministry;

as regards the French Republic: officers and criminal police officers of the
national police and national "gendarmerie” as well as customs officers,
under the conditions laid down in the appropriate bilateral agreements
referred to in paragraph 10, with respect to their powers regarding illicit
traffic in narcotic drugs and psychotropic substances, traffic in arms and
explosives, and the illicit carriage of toxic and dangerous waste;

as regards the Grand Duchy of Luxembourg: officers of the "gendarmerie”
and the police as well as customs officers, under the conditions laid down
in the appropriate bilateral agreements referred to in paragraph 10, with
respect to their powers regarding illicit traffic in narcotic drugs and
psychotropic substances, traffic in arms and explosives, and the illicit
carriage of toxic and dangerous waste;

as regards the Kingdom of the Netherlands: officers of the "Rijkspolitie”
and the "Gemeentepolitie” as well as, under the conditions laid down in
the appropriate bilateral agreements referred to in paragraph 10, with
respect to their powers regarding the illicit traffic in narcotic drugs and
psychotropic substances, traffic in arms and explosives and the illicit
carriage of toxic and dangerous waste, officers of the fiscal information

and research service responsible for entry and excise duties.

This Article shall be without prejudice, where the Contracting Parties are
concerned, to Article 27 of the Benelux Treaty of 27 June 1962 on
Extradition and Mutual Assistance in Criminal Matters as amended by the
Protocol of 11 May 1974,

9. On signing this Convention, each Contracting Party shall make a
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declaration in which it shall define, on the basis of paragraphs 2, 3 and 4
above, the procedures for implementing pursuit in its territory for each of

the Contracting Parties with which it has a common border.

A Contracting Party may at any moment replace its declaration by another

declaration, provided the latter does not, restrict the scope of the former.

Each declaration shall be made after consultations with each of the
Contracting Parties concerned and with a view to obtaining equivalent

arrangements on both sides of internal borders.

10. The Contracting Parties may, on a bilateral basis, extend the scope of
paragraph 1 and adopt additional provisions in implementation of this
Article.

Article 42

During the operations referred to in Articles 40 and 41, officers operating on
the territory of another Contracting Party shall be regarded as officers of that

Party with respect to offences committed against them or by them.

Article 43

1. Where, in accordance with Articles 40 and 41 of this Convention, officers
of a Contracting Party are operating in the territory of another Contracting
Party, the first Contracting Party shall be responsible for any damage
caused by them during the course of their mission, in accordance with the

law of the Contracting Party in whose territory they are operating.

2. The Contracting Party in whose territory the damage referred to in
paragraph 1 is caused shall repair such damage under the conditions

applicable to damage caused by its own officers.

3. The Contracting Party whose officers have caused damage to whomsoever

in the territory of another Contracting Party shall reimburse in full to the
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latter any sums it has paid out to the victims or other entitled persons.

Without prejudice to the exercise of its rights vis—a-vis third parties and
without prejudice to paragraph 3, each Contracting Party shall refrain, in
the case provided for in paragraph 1, from requesting reimbursement of the

amount of the damages it has sustained from another Contracting Party.

Article 44

1.

2.

(a)

(b)
(c)

(d)

In accordance with the relevant international agreements and account being
taken of local circumstances and the technical possibilities, the Contracting
Parties shall set up, in particular in border areas, telephone, radio, and
telex lines and other direct links to facilitate police and customs cooperation,
in particular for the transmission of information in good time for the

purposes of cross—border observation and pursuit.

In addition to these short-term measures, they will in particular examine

the following possibilites:

the exchange of equipment or the assignment of liaison officials provided
with appropriate radio equipment;

the widening of the frequency bands used in border areas;

the establishment of a common link for police and customs services
operating in these same areas;

co-ordination of their programmes for the procurement of communications
equipment, with a view to achieving the introduction of standardized

compatible communications systems.

Article 45

1. The Contracting Parties undertake to take the measures required to

guarantee that:

(a) the managers of establishments providing lodging or their employees
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ensure that aliens accommodated therein, including nationals of the
other Contracting Parties as well as those of other Member States of
the European Communities, with the exception of accompanying
spouses or minors or members of travel groups, personally complete
and sign declaration forms and confirm their identity by the production
of a valid identity document;

(b) the declaration forms thus completed will be kept for the competent
authorities or forwarded to them where such authorities deem this
necessary for the prevention of threats, for criminal proceedings or to
ascertain what has happened to persons who have disappeared or who
have been the victim of an accident, save where national law provides

otherwise.

2. Paragraph 1 shall apply by analogy to persons staying in any accommodation

provided by professional lessors, in particular tents, caravans and boats.

Article 46

1. In particular cases, each Contracting Party may, in compliance with its
national legislation and without being asked, send the Contracting Party
concerned any information which may be of interest to it in helping
prevent future crime and to prevent offences against or threats to public
order and security.

2. Information shall be exchanged, without prejudice to the arrangements for
co-operation in border areas referred to in Article 39(4), through a central
body to be designated. In particularly urgent cases, the exchange of
information within the meaning of this Article may take place directly
between the police authorities concerned, save where national provisions
provide otherwise. The central body shall be informed of this as soon as

possible.

Article 47
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1. The Contracting Parties may conclude bilateral agreements providing for
the secondment, for a specified or unspecified period, of liaison officers
from one Contracting Party to the police authorities of the other

Contracting Party.

2. The secondment of liaison officers for a specified or unspecified period is
intended to promote and to accelerate co-operation between the Contracting

Parties, particularly by providing assistance.

(a) in the form of the exchange of information for the purposes of fighting
crime by means both of prevention and of punishment,

(b) in complying with requests for mutual police assistance and legal
assistance in criminal matters;

(c) for the purposes of missions carried out by the authorities responsible

for the surveillance of external borders.

3. Liaison officers shall have the task of giving advice and assistance. They
shall not be competent to take independent police action. They shall supply
information and perform their duties in accordance with the instructions
given to them by the Contracting Party of origin and by the Contracting
Party to which they are seconded. They shall make report regularly to the

head of the police service to which they are seconded.

4. The Contracting Parties may agree within a bilateral or multilateral
framework that liaison officers from a Contracting Party seconded to third
States shall also represent the interests of one or more other Contracting
Parties. Under such agreements, liaison officers seconded to third States
shall supply information to other Contracting Parties when requested to do
so or on their own initiative and shall, within the limits of their powers,
perform duties on behalf of such Parties. The Contracting Parties shall
inform one another of their intentions as regards the secondment of liaison

officers to third States.

AR
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TITLE IV The Schengen Information System

Chapter | Setting up of the Schengen Information System

Article 92

1. The Contracting Parties shall set up and maintain a joint information
system;, hereinafter referred to as the Schengen Information System,
consisting of a national section in each of the Contracting Parties and a
technical support function. The Schengen Information System shall enable
the authorities designated by the Contracting Parties, by means of an
automated search procedure, to have access to reports on persons and
objects for the purposes of border checks and controls and other police
and customs checks carried out within the country in accordance with
national law and, in the case of the single category of report referred to
in Article 96, for the purposes of issuing visas, the issue of residence
permits and the administration of aliens in the context of the application

of the provisions of this Convention relating to the movement of persons.

2. Each Contracting Party shall set up and maintain, for its own account and
at its own risk, its national section of the Schengen Information System,
the data file of which shall be made materially identical to the data files of
the national sections of each of the other Contracting Parties using the
technical support function. To ensure the rapid and effective transmission
of data as referred to in paragraph 3, each Contracting Party shall observe,
when creating its national section, the protocols and procedures which the
Contracting Parties have jointly established for the technical support
function. Each national section’s data file shall be available for the
purposes of automated search in the territory of each of the Contracting
Parties. It shall not be possible to search the data files of other

Contracting Parties’ national sections.

3. The Contracting Parties shall set up and maintain jointly and with joint
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liability for risks, the technical support function of the Schengen
Information System, the responsibility for which shall be assumed by the
French Republic; the technical support function shall be located in
Strasbourg. The technical support function shall comprise a data file which
ensures that the data files of the national sections are kept identical by the
on-line transmission of information. The data file of the technical support
function shall contain reports on persons and objects where these concern
all the Contracting Parties. The data file of the technical support function
shall contain no data other than those referred to in this paragraph and in
Article 113(2).

Chapter Il Operation and utilization of the Schengen Information System

Article 93

The purpose of the Schengen Information System shall be in accordance with
this Convention to maintain public order and security, including State security,
and to apply the provisions of this Convention relating to the movement of
persons, in the territories of the Contracting Parties, using information

transmitted by the system.

Article 94

1. The Schengen Information System shall contain only the categories of data
which are supplied by each of the Contracting Parties and are required for
the purposes laid down in Articles 95 to 100. The Contracting Party
providing a report shall determine whether the importance of the case

warrants the inclusion of the report in the Schengen Information System.

2. The categories of data shall be as follows:

(a) persons reported

(b) objects referred to in Article 100 and vehicles referred to in Article 99.
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3. The items included in respect of persons, shall be no more than the
following:
(a) name and forename, any aliases possibly registered separately;
(b) any particular objective and permanent physical features;
(c) first letter of second forename;
(d) date and place of birth;
(e) sex;
(f) nationality;
(g) whether the persons concerned are armed;
(h) whether the persons concerned are violent;
(i) reason for the report;

(j) action to be taken.

Other references, in particular the data listed in Article 6, first sentence of
the Council of Europe Convention of 28 January 1981 for the Protection of
Individuals with regard to Automatic Processing of Personal Data, shall not

be authorized.

4. Insofar as a Contracting Party considers that a report in accordance with
Articles 95, 97 or 99 is incompatible with its national law, its international
obligations or essential national interests, it may subsequently add to the
report in the data file of the national section of the Schengen Information
System a note to the effect that the action referred to will not be taken in
its territory in connection with the report. Consultations must be held in
this connection with the other Contracting Parties. If the reporting
Contracting Party does not withdraw the report it will continue to apply in

full for the other Contracting Parties.

Article 95

1. Data relating to persons wanted for arrest for extradition purposes shall be
included at the request of the judicial authority of the requesting

Contracting Party.
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2. Prior to making a report, the reporting Contracting Party shall check

whether the arrest is authorized by the national law of the requested
Contracting Parties. If the reporting Contracting Party has doubts, it must

consult the other Contracting Parties concerned.

The reporting Contracting Party shall send the requested Contracting
Parties together with the report, by the swiftest means, the following

essential information relating to the case:

(a) the authority which issued the request for arrest;

(b) whether there is an arrest warrant or a document having the same
force, or an enforceable judgment;

(c) the nature and legal classification of the offence;

(d) a description of the circumstances in which the offence was committed,
including the time, place and degree of participation in the offence by
the person reported;

(e) as far as possible, the consequences of the offence.

A requested Contracting Party may add to the report in the file of the
national section of the Schengen Information System a note prohibiting
arrest in connection with the report, until such time as the note is deleted.
The note shall be deleted no later than 24 hours after the report is
included, unless the Contracting Party refuses to make the requested arrest
on legal grounds or for special reasons of expediency. Where, in
particularly exceptional cases, this is justified by the complexity of the
facts underlying the report, the above time limit may be extended to one
week. Without prejudice to a qualifying note or a decision to refuse arrest,

the other Contracting Parties may make the arrest requested in the report.

. If, for particularly urgent reasons, a Contracting Party requests an

immediate search, the Party requested shall examine whether it is able to
withdraw its note. The Contracting Party requested shall take the
necessary steps to ensure that the action to be taken can be carried out

without delay if the report is validated.
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5. If the arrest cannot be made because an investigation has not been
completed or owing to a refusal by the requested Contracting Party, the
latter must regard the report as being a report for the purposes of

communicating the place of residence of the person concerned.

6. The requested Contracting Parties shall carry out the action to be taken as
requested in the report in compliance with extradition Conventions in force
and with national law. They shall not be required to carry out the action
requested where one of their nationals is involved, without prejudice to the

possibility of making the arrest in accordance with national law.

Article 96

1. Data relating to aliens who are reported for the purposes of being refused
entry shall be included on the basis of a national report resulting from
decisions taken, in compliance with the rules of procedure laid down by

national legislation, by the administrative authorities or courts responsible.

2. Decisions may be based on a threat to public order or national security

and safety which the presence of an alien in national territory may pose.

Such may in particular be the case with:

(a) an alien who has been convicted of an offence carrying a custodial
sentence of at least one year;

(b) an alien who, there are serious grounds for believing, has committed
serious offences, including those referred to in Article 71, or against
whom there is genuine evidence of an intention to commit such

offences in the territory of a Contracting Party.

3. Decisions may also be based on the fact that the alien has been the
subject of a deportation, removal or expulsion measure which has not been
rescinded or suspended, including or accompanied by a prohibition on entry
or, where appropriate, residence, based on non-compliance with national

regulations on the entry or residence of aliens.
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Article 97

Data relating to persons who have disappeared or to persons who, in the
interests of their own protection or in order to prevent threats, need to be
placed provisionally in a place of safety at the request of the competent
authority or the competent judicial authority of the reporting Party, shall be
included in order that the police authorities can communicate their whereabouts
to the reporting Party or can remove the person to a place of safety for the
purposes of preventing him from continuing his journey, if so authorized by
national legislation. This shall apply in particular to minors and to persons who
must be interned by decision of a competent authority. Communication of the
information shall be subject to the consent of the person who has disappeared,

if of full age.

Article 98

1. Data relating to witnesses, to persons summoned to appear before the
judicial authorities in connection with criminal proceedings in order to
account for acts for which they are being prosecuted, or to persons who
are to be notified of a criminal judgment or of a summons to appear in
order to serve a custodial sentence, shall be included, at the request of the
competent judicial authorities, for the purposes of communicating their

place of residence or domicile.

2. Information requested shall be communicated to the requesting Party in
accordance with national legislation and with the Conventions in force

concerning mutual judicial assistance in criminal matters.

Article 99

1. Data relating to persons or vehicles shall be included, in compliance with
the national law of the reporting Contracting Party, for the purposes of

discreet surveillance or specific checks, in accordance with paragraph 5.
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2. Such a report may be made for the purposes of prosecuting criminal

offences and for the prevention of threats to public safety:

(a) where there are real indications to suggest that the person concerned
intends to commit or is committing numerous and extremely serious
offences, or

(b) where an overall evaluation of the person concerned, in particular on
the basis of offences committed hitherto, gives reason to suppose that

he will also commit extremely serious offences in future.

3. In addition, a report may be made in accordance with national law, at the
request of the authorities responsible for State security, where concrete
evidence gives reason to suppose that the information referred to in
paragraph 4 is necessary for the prevention of a serious threat by the
person concerned or other serious threats to internal or external State
security. The reporting Contracting Party shall be required to consult the
other Contracting Parties beforehand.

4. For the purposes of discreet surveillance, the following information may in
whole or in part be collected and transmitted to the reporting authority
when border checks or other police and customs checks are carried out

within the country:

(a) the fact that the person reported or the vehicle reported has been found;
(b) the place, time or reason for the check;

(c) the route and destination of the journey;

(d) persons accompanying the person concerned or occupants of the vehicle;
(e) the vehicle used;

(f) objects carried;

(g) the circumstances under which the person or the vehicle was found.

When such information is collected, steps must be taken to ensure that

the discreet nature of the surveillance is not jeopardized.
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o.

In the context of the specific checks referred to in paragraph 1, persons,
vehicles and objects carried may be searched in accordance with national
law, in order to achieve the purpose referred to in paragraphs 2 and 3. If
the specific check is not authorized in accordance with the law of a
Contracting Party, it shall automatically be converted, for that Contracting

Party, into discreet surveillance.

A requested Contracting Party may add to the report in the file of the
national section of the Schengen Information System a note prohibiting,
until the note i1s deleted, performance of the action to be taken pursuant to
the report for the purposes of discreet surveillance or specific checks. The
note must be deleted no later than 24 hours after the report has been
included unless the Contracting Party refuses to take the action requested
on legal grounds or for special reasons of expediency. Without prejudice to
a qualifying note or a refusal decision, the other Contracting Parties may

carry out the action requested in the report.

Article 100

1.

3.

Data relating to objects sought for the purposes of seizure or of evidence
in criminal proceedings shall be included in the Schengen Information

System.

. If a search brings to light the existence of a report on an item which has

been found, the authority noticing the report shall contact the reporting
authority in order to agree on the requisite measures. For this purpose,
personal data may also be transmitted in accordance with this Convention.
The measures to be taken by the Contracting Party which found the object

must comply with its national law.

The categories of object listed below shall be included:
(a) motor vehicles with a capacity in excess of 50cc which have been

stolen, misappropriated or lost;
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(b) trailers and caravans with an unladen weight in excess of 750kg which
have been stolen, misappropriated or lost;

(c) firearms which have been stolen, misappropriated or lost;

(d) blank documents which have been stolen, misappropriated or lost;

(e) identification documents issued (passports, identity cards, driving
licences) which have been stolen, misappropriated or lost;

(f) bank notes (registered notes).

Article 101

1. Access to data included in the Schengen Information System and the right
to search such data directly shall be reserved exclusively for the
authorities responsible for
(a) border checks;

(b) other police and customs checks carried out within the country, and

the co-ordination of such checks.

2. In addition, access to data included in accordance with Article 96 and the
right to search such data directly may be exercised by the authorities
responsible for issuing visas, the central authorities responsible for
examining visa applications and the authorities responsible for issuing
residence permits and the administration of aliens within the framework of
the application of the provisions on the movement of persons under this
Convention. Access to data shall be governed by the national law of each

Contracting Party.

3. Users may only search data which are necessary for the performance of
their tasks.

4. Each of the Contracting Parties shall communicate to the Executive
Committee a list of the competent authorities which are authorized to
search the data included in the Schengen Information System directly. That
list shall indicate for each authority the data which it may search, and for

what purposes.
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Chapter lll Protection of personal data and security of data under the Schengen

Information System

Article 102

. The Contracting Parties may use the data provided for in Articles 95 to

100 only for the purposes laid down for each type of report referred to in

those Articles.

Data may be duplicated only for technical purposes, provided that such
duplication is necessary for direct searching by the authorities referred to
in Article 101. Reports by other Contracting Parties may not be copied
from the national section of the Schengen Information System in other

national data files.

In connection with the types of report provided for in Articles 95 to 100 of
this Convention, any derogation from paragraph 1 in order to change from
one type of report to another must be justified by the need to prevent an
imminent serious threat to public order and safety, for serious reasons of
State security or for the purposes of preventing a serious offence. The
prior authorization of the reporting Contracting Party must obtain for this

purpose.

. Data may not be used for administrative purposes. By way of derogation,

data included in accordance with Article 96 may be used, in accordance
with the national law of each of the Contracting Parties, only for the

purposes of Article 101(2).

. Any use of data which does not comply with paragraphs 1 to 4 shall be

considered as a misuse in relation to the national law of each Contracting

Party.

Article 103

Each Contracting Party shall ensure that, on average, every tenth transmission
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of personal data is recorded in the national section of the Schengen Information
System by the data file managing authority for the purposes of checking the
admissibility of searching. The recording may be used only for this purpose and

shall be deleted after six months.

Article 104

1. The law applying to reports shall be the national law of the reporting
Contracting Party, unless more rigorous conditions are laid down in this

Convention.

2. Insofar as this Convention does not lay down specific provisions, the law
of each Contracting Party shall apply to data included in the national

section of the Schengen Information System.

3. Insofar as this Convention does not lay down specific provisions concerning
performance of the action requested in the report, the national law of the
Contracting Party requested which carries out the action shall apply.
Insofar as this Convention lays down specific provisions concerning
performance of the action requested in the report, responsibility for the
action to be taken shall be governed by the national law of the requested
Contracting Party. If the action requested cannot be performed, the
requested Contracting Party shall inform the reporting Contracting Party

without delay.

Article 105

The reporting Contracting Party shall be responsible for the accuracy,
up-to—dateness and lawfulness of the inclusion of data in the Schengen

Information System.

Article 106
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. Only the reporting Contracting Party shall be authorized to amend, supple-

ment, correct or delete data which it has introduced.

If one of the Contracting Parties which has not made the report has
evidence to suggest that an item of data is legally or factually inaccurate,
it shall advise the reporting Contracting Party thereof as soon as possible;
the latter must check the communication and, if necessary, correct or delete

the item in question without delay.

If the Contracting Parties are unable to reach agreement, the Contracting
Party which did not generate the report shall submit the case to the joint

supervisory authority referred to in Article 115(1) for its opinion.

Article 107

Where a person has already been the subject of a report in the Schengen

Information System, a Contracting Party which introduces a further report shall

come to an agreement on the inclusion of the reports with the Contracting

Party which introduced the first report. The Contracting Parties may also adopt

general provisions to this end.

Article 108

Each of the Contracting Parties shall designate an authority which shall
have central responsibility for the national section of the Schengen

Information System.

Each of the Contracting Parties shall make its reports via that authority.

. The said authority shall be responsible for the correct operation of the

national section of the Schengen Information System and shall take the
measures necessary to ensure compliance with the provisions of this

Convention.

. The Contracting Parties shall inform one another, via the Depositary, of the

authority referred to in paragraph 1.
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Article 109

1. The right of any person to have access to data relating to him which are
included in the Schengen Information System shall be exercised in
accordance with the law of the Contracting Party before which it invokes
that right. If the national law so provides, the national supervisory
authority provided for in Article 114(1) shall decide whether information
shall be communicated and by what procedures. A Contracting Party which
has not made the report may communicate information concerning such
data only if it has previously given the reporting Contracting Party an

opportunity to state its position.

2. Communication of information to the person concerned shall be refused if it
may undermine the performance of the legal task specified in the report or
in order to protect the rights and freedoms of others. It shall be refused in
any event during the period of reporting for the purposes of discreet

surveillance.

Article 110

Any person may have factually inaccurate data relating to him corrected or

have legally inaccurate data relating to him deleted.

Article 111

1. Any person may, in the territory of each Contracting Party, bring before
the courts or the authority competent under national law an action to
correct, delete or provide information or obtain compensation in connection

with a report concerning him.

2. The Contracting Parties shall undertake amongst themselves to execute
final decisions taken by the courts or authorities referred to in paragraph

1, without prejudice to the provisions of Article 116.
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Article 112

1.

Personal data included in the Schengen Information System for the
purposes of locating persons shall be kept only for the time required to
achieve the purposes for which they were supplied. No later than three
years after their inclusion, the need for their retention must be reviewed
by the reporting Contracting Party. This period shall be one year in the

case of reports referred to in Article 99.

. Each of the Contracting Parties shall, where appropriate, set shorter review

periods in accordance with its national law.

The technical support function of the Schengen Information System shall
automatically inform the Contracting Parties of a scheduled deletion of

data from the system, giving one month’s notice.

The reporting Contracting Party may, within the review period, decide to
retain the report if its retention is necessary for the purposes for which
the report was made. Any extension of the report must be communicated
to the technical support function. The provisions of paragraph 1 shall

apply to report extension.

Article 113

1.

Data other than those referred to in Article 112 shall be retained for a
maximum of ten years, data relating to identity documents issued and to
registered bank notes for a maximum of five years and those relating to

motor vehicles, trailers and caravans for a maximum of three years.

Data deleted shall continue to be retained for one year in the technical
support function. During that period they may be consulted only for the
purposes of subsequently checking their accuracy and the lawfulness of

their inclusion. Afterwards they must be destroyed.
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Article 114

1. Each Contracting Party shall designate a supervisory authority responsible,
in compliance with national law, for carrying out independent supervision
of the data file of the national section of the Schengen Information System
and for checking that the processing and utilization of data included in the
Schengen Information System are not in violation of the rights of the
person concerned. For this purpose the supervisory authority shall have
access to the data file of the national section of the Schengen Information

System.

2. Any person shall have the right to ask the supervisory authorities to check
the data concerning him which are included in the Schengen Information
System, and the use which is made of such data. That right shall be
governed by the national law of the Contracting Party to which the
request is made. If the data have been included by another Contracting
Party, the check shall be carried out in close co-ordination with that

Contracting Party’s supervisory authority.

Article 115

1. A joint supervisory authority shall be set up, with resposibility for
supervising the technical support function of the Schengen Information
System. This authority shall consist of two representatives of each
national supervisory authority. Each Contracting Party shall have one vote.
Supervision shall be carried out in accordance with the provisions of this
Convention, of the Council of Europe Convention of 28 January 1981 for
the Protection of Individuals with regard to the Automatic Processing of
Personal Data, taking into account Recommendation R (87) 15 of 17
September 1987 of the Committee of Ministers of the Council of Europe
regulating the use of personal data in the police sector, and in accordance
with the national law of the Contracting Party responsible for the

technical support function.
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2.

As regards the technical support function of the Schengen Information
System, the joint supervisory authority shall have the task of checking
that the provisions of this Convention are properly implemented. For this

purpose it shall have access to the technical support function.

The joint supervisory authority shall also be competent to examine any
difficulties of application or interpretation which may arise during the
operation of the Schengen Information System, to study problems which
may arise with the exercise of independent supervision by the national
supervisory authorities of the Contracting Parties or in the exercise of the
right of access to the system, and to draw up harmonized proposals for

the purpose of finding joint solutions to problems.

. Reports drawn up by the joint supervisory authority shall be forwarded to

the authorities to which the national supervisory authorities submit their

reports.

Article 116

Each Contracting Party shall be responsible, in accordance with its national
law, for any injury caused to a person through the use of the national data
file of the Schengen Information System. This shall also be the case where
the injury was caused by the reporting Contracting Party, where the latter

included legally or factually inaccurate data.

If the Contracting Party against which an action is brought is not the
reporting Contracting Party; the latter shall be required to reimburse, on
request, sums paid out as compensation, unless the data were used by the

requested Contracting Party in contravention of this Convention.

Article 117

1.

With regard to the automatic processing of personal data which are

transmitted pursuant to this Title, each Contracting Party shall, not later
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than when this Convention enters into force, make the national arrange-
ments necessary to achieve a level of protection of personal data at least
equal to that resulting from the principles of the Council of Europe
Convention of 28 January 1981 for the Protection of Individuals with
regard to the Automatic Processing of Personal Data, and in compliance
with Recommendation R (87) 15 of 17 September 1987 of the Committee
of Ministers of the Council of Europe regulating the use of personal data

in the police sector.

2. The transmission of personal data provided for in this Title may take place
only where the arrangements for the protection of personal data provided
for in paragraph 1 have entered into force in the territory of the

Contracting Parties concerned by the transmission.

Article 118

1. Each of the Contracting Parties shall undertake, in respect of the national
section of the Schengen Information System, to take the measures

necessary to:

(a) prevent any unauthorized person from having access to installations
used for the processing of personal data (checks at the entrance to
installations);

(b) prevent data media from being read, copied, modified or removed by
unauthorized persons (control of data media);

(c) prevent the unauthorized entry of data into the file and any
unauthorized consultation, modification or deletion of personal data
included in the file (control of data entry);

(d) prevent automated data processing systems from being used by
unauthorized persons by means of data transmission equipment
(control of utilization);

(e) guarantee that, with respect to the use of an automated data

processing system, authorized persons have access only to data for
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which they are responsible (control of access);

(f) guarantee that it is possible to check and establish to which authorities
personal data may be transmitted by data transmission equipment
(control of transmission);

(g) guarantee that it is possible to check and establish a posteriori what
personal data has been introduced into automated data processing
systems, when and by whom (control of data introduction);

(h) prevent the unauthorized reading, copying, modification or deletion of
personal data during the transmission of data and the transport of data

media (control of transport).

Each Contracting Party must take special measures to ensure the security
of data when it 1s being transmitted to services located outside the
territories of the Contracting Parties. Such measures must be communicated

to the joint supervisory authority.

Each Contracting Party may designate for the processing of data in its
national section of the Schengen Information System only specially

qualified persons subject to security checks.

The Contracting Party responsible for the technical support function of the
Schengen Information System shall take the measures laild down in

paragraphs 1 to 3 in respect of the latter.

Chapter IV Apportionment of the costs of the Schengen Information System

Article 119

1. The costs of setting up and using the technical support function referred to

in Article 92(3), including the cost of cabling for connecting the national
sections of the Schengen Information System to the technical support
function, shall be defrayed jointly by the Contracting Parties. Each
Contracting Party’s share shall be determined on the basis of the rate for

each Contracting Party applied to the uniform basis of assessment of
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value—added tax within the meaning of Article 2(1) (c) of the Decision of
the Council of the European Communities of 24 June 1988 on the system

of the Communities’ own resources.

2. The costs of setting up and using the national section of the Schengen
Information System shall be borne by each Contracting Party individually.

.ol8k AEf
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IV. Europol Convention

(CONVENTION BASED ON ARTICLE K.3 OF THE TREATY ON
EUROPEAN UNION, ON THE ESTABLISHMENT OF A EUROPEAN POLICE
OFFICE (EUROPOL CONVENTION))

THE HIGH CONTRACTING PARTIES to the present Convention, Member
States of the European Union,

REFERRING to the Council act of 26 of July 1995;

AWARE of the urgent problems arising from terrorism, unlawful drug
trafficking and other serious forms of international crime;

WHEREAS there is a need for progress in solidarity and co—operation
between the Member States of the European Union, particularly through an
improvement in police cooperation between the Member States;

WHEREAS such progress should enable the protection of security and public
order to be further improved;

WHEREAS the establishment of a European Police Office (Europol) was
agreed in the Treaty on European Union of 7 February 1992;

IN VIEW of the decision of the European Council of 29 October 1993 that
Europol should be established in the Netherlands and have its seat in The
Hague;

MINDFUL of the common objective of improving police cooperation in the
field of terrorism, unlawful drug trafficking and other serious forms of
International crime through a constant, confidential and intensive exchange of
information between Europol and Member States’ national units;

ON THE UNDERSTANDING that the forms of cooperation laid down in this
Convention should not affect other forms of bilateral or multilateral cooperation;

CONVINCED that in the field of police co—operation, particular attention must
be paid to the protection of the rights of individuals, and in particular to the
protection of their personal data;

WHEREAS the activities of Europol under this Convention are without

prejudice to the powers of the European Communities; whereas Europol and the
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Communities have a mutual interest, in the framework of the European Union,
in establishing types of cooperation enabling each of them to perform their
respective tasks as effectively as possible,

HAVE AGREED as follows:

TITLE | ESTABLISHMENT AND TASKS

Article 1 Establishment

1. The Member States of the European Union, hereinafter referred to as
"Member States”, hereby establish a European Police Office, hereinafter

referred to as "Europol”.

2. Europol shall liaise with a single national unit in each Member State, to be

established or designated in accordance with Article 4.

Article 2 Objective

1. The objective of Europol shall be, within the framework of cooperation
between the Member States pursuant to Article K.1(9) of the Treaty on
European Union, to improve, by means of the measures referred to in this
Convention, the effectiveness and cooperation of the competent authorities
in the Member States in preventing and combating terrorism, unlawful
drug trafficking and other serious forms of international crime where there
are factual indications that an organized criminal structure is involved and
two or more Member States are affected by the forms of crime in question
in such a way as to require a common approach by the Member States
owing to the scale, significance and consequences of the offences

concerned.

2. In order to achieve progressively the objective mentioned in paragraph 1,
Europol shall initially act to prevent and combat unlawful drug trafficking,

trafficking in nuclear and radioactive substances, illegal immigrant
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smuggling, trade in human beings and motor vehicle crime.

Within two years at the latest following the entry into force of this
Convention, Europol shall also deal with crimes committed or likely to be
committed in the course of terrorist activities against life, limb, personal
freedom or property. The Council, acting unanimously in accordance with
the procedure laid down in Title VI of the Treaty on European Union, may
decide to instruct Europol to deal with such terrorist activities before that

period has expired.

The Council, acting unanimously in accordance with the procedure laid
down in Title VI of the Treaty on European Union, may decide to instruct
Europol to deal with other forms of crime listed in the Annex to this
Convention or specific manifestations thereof. Before acting, the Council
shall instruct the Management Board to prepare its decision and in

particular to set out the budgetary and staffing implications for Europol.

. Europol’s competence as regards a form of crime or specific manifestations

thereof shall cover both:

(1) illegal money-laundering activities in connection with these forms of
crime or specific manifestations thereof;

(2) related criminal offences.

The following shall be regarded as related and shall be taken into account

in accordance with the procedures set out in Articles 8 and 10:

- criminal offences committed in order to procure the means for perpetrating
acts within the sphere of competence of Europol,

- criminal offences committed in order to facilitate or carry out acts within
the sphere of competence of Europol,

- criminal offences committed to ensure the impunity of acts within the

sphere of competence of Europol.

. For the purposes of this Convention, "competent authorities” means all

public bodies existing in the Member States which are responsible under
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national law for preventing and combating criminal offences.

5. For the purposes of paragraphs 1 and 2, "unlawful drug trafficking” means

the criminal offences listed in Article 3(1) of the United Nations Convention
of 20 December 1988 against Illicit Traffic in Narcotic Drugs and Psycho-

tropic Substances and in the provisions amending or replacing that Convention.

Article 3 Tasks

1.

In the framework of its objective pursuant to Article 2(1), Europol shall

have the following principal tasks:

(1) to facilitate the exchange of information between the Member States;

(2) to obtain, collate and analyse information and intelligence;

(3) to notify the competent authorities of the Member States without delay
via the national units referred to in Article 4 of information concerning
them and of any connections identified between criminal offences;

(4) to aid investigations in the Member States by forwarding all relevant
information to the national units;

(5) to maintain a computerized system of collected information containing
data in accordance with Articles 8, 10 and 11.

In order to improve the cooperation and effectiveness of the competent
authorities in the Member States through the national units with a view to
fulfilling the objective set out in Article 2(1), Europol shall furthermore

have the following additional tasks:

(1) to develop specialist knowledge of the investigative procedures of the
competent authorities in the Member States and to provide advice on
investigations;

(2) to provide strategic intelligence to assist with and promote the efficient
and effective use of the resources available at national level for
operational activities;

(3) to prepare general situation reports.
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3. In the context of its objective under Article 2(1) Europol may, in addition,
in accordance with its staffing and the budgetary resources at its disposal
and within the limits set by the Management Board, assist Member States

through advice and research in the following areas:

(1) training of members of their competent authorities;
(2) organization and equipment of those authorities;
(3) crime prevention methods;

(4) technical and forensic police methods and investigative procedures.

Article 4 National units

1. Each Member State shall establish or designate a national unit to carry out
the tasks listed in this Article.

2. The national unit shall be the only liaison body between Europol and the
competent national authorities. Relationships between the national unit and
the competent authorities shall be governed by national law, and, in

particular the relevant national constitutional requirements.

3. Member States shall take the necessary measures to ensure that the
national units are able to fulfil their tasks and, in particular, have access

to relevant national data.
4. Tt shall be the task of the national units to:

(1) supply Europol on their own initiative with the information and
intelligence necessary for it to carry out its tasks;

(2) respond to Europol’s requests for information, intelligence and advice;

(3) keep information and intelligence up to date;

(4) evaluate information and intelligence in accordance with national law for
the competent authorities and transmit this material to them;

(5) issue requests for advice, information, intelligence and analysis to

Europol;

(6) supply Europol with information for storage in the computerized system;



200

(7) ensure compliance with the law in every exchange of information

between themselves and Europol.

5. Without prejudice to the exercise of the responsibilities incumbent upon
Member States as set out in Article K.2(2) of the Treaty on European
Union, a national unit shall not be obliged in a particular case to supply
the information and intelligence provided for in paragraph 4, points 1, 2

and 6 and in Articles 7 and 10 if this would mean:

(1) harming essential national security interests; or

(2) jeopardizing the success of a current investigation or the safety of
individuals;
(3) involving information pertaining to organizations or specific intelligence

activities in the field of State security.

6. The costs incurred by the national units for communications with Europol
shall be borne by the Member States and, apart from the costs of

connection, shall not be charged to Europol.

7. The Heads of national units shall meet as necessary to assist Europol by

giving advice.

Article 5 Liaison officers

1. Each national unit shall second at least one liaison officer to Europol. The
number of liaison officers who may be sent by Member States to Europol
shall be laid down by unanimous decision of the Management Board; the
decision may be altered at any time by unanimous decision of the
Management Board. Except as otherwise stipulated in specific provisions of
this Convention, liaison officers shall be subject to the national law of the

seconding Member State.

2. The liaison officers shall be instructed by their national units to represent
the interests of the latter within Europol in accordance with the national

law of the seconding Member State and in compliance with the provisions
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applicable to the administration of Europol.

. Without prejudice to Article 4(4) and (5), the liaison officers shall, within
the framework of the objective laid down in Article 2(1), assist in the
exchange of information between the national units which have seconded

them and Europol, in particular by:

(1) providing Europol with information from the seconding national unit;

(2) forwarding information from Europol to the seconding national unit; and

(3) cooperating with the officials of Europol by providing information and
giving advice as regards analysis of the information concerning the

seconding Member State.

. At the same time, the liaison officers shall assist in the exchange of
information from their national units and the coordination of the resulting
measures in accordance with their national law and within the framework
of the objective laid down in Article 2(1).

. To the extent necessary for the performance of the tasks under paragraph
3 above, the liaison officers shall have the right to consult the various files
in accordance with the appropriate provisions specified in the relevant
Articles.

. Article 25 shall apply mutatis mutandis to the activity of the liaison

officers.

. Without prejudice to the other provisions of this Convention, the rights and
obligations of liaison officers in relation to Europol shall be determined

unanimously by the Management Board.

. Liaison officers shall enjoy the privileges and immunities necessary for the

performance of their tasks in accordance with Article 41(2).

. Europol shall provide Member States free of charge with the necessary
premises in the Europol building for the activity of their liaison officers.

All other costs which arise in connection with seconding liaison officers
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shall be borne by the seconding Member State; this shall also apply to the
costs of equipment for liaison officers, to the extent that the Management
Board does not unanimously recommend otherwise in a specific case when

drawing up the budget of Europol.

Article 6 Computerized system of collected information

1.

2.

Europol shall maintain a computerized system of collected information

consisting of the following components:

(1) an information system as referred to in Article 7 with a restricted and
precisely defined content which allows rapid reference to the information
available to the Member States and Europol;

(2) work files as referred to in Article 10 established for variable periods
of time for the purposes of analysis and containing comprehensive
information; and

(3) an index system containing certain particulars from the analysis files
referred to in point 2, in accordance with the arrangements laid down
in Article 11.

The computerized system of collected information operated by Europol must
under no circumstances be linked to other automated processing systems,

except for the automated processing systems of the national units.

TITLE I INFORMATION SYSTEM

Article 7 Establishment of the information system

1.

In order to perform its tasks, Europol shall establish and maintain a
computerized information system. The information system, into which
Member States, represented by their national units and liaison officers,
may directly input data in compliance with their national procedures, and

into which Europol may directly input data supplied by third States and
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third bodies and analysis data, shall be directly accessible for consultation
by national units, liaison officers, the Director, the Deputy Directors and

duly empowered Europol officials.

Direct access by the national units to the information system in respect of
the persons referred to in Article 8(1), point 2 shall be restricted solely to
the details of identity listed in Article 8(2). If needed for a specific enquiry,

the full range of data shall be accessible them via the liaison officers.

2. Europol shall:

(1) have the task of ensuring compliance with the provisions governing
cooperation on and operation of the information system, and

(2) be responsible for the proper working of the information system in
technical and operational respects. Europol shall in particular take all
necessary measures to ensure that the measures referred to in Articles

21 and 25 regarding the information system are properly implemented.

3. The national unit in each Member State shall be responsible for
communication with the information system. It shall, in particular, be
responsible for the security measures referred to in Article 25 in respect of
the data-processing equipment used within the territory of the Member
State in question, for the review in accordance with Article 21 and, insofar
as required under the laws, regulations, administrative provisions and
procedures of that Member State, for the proper implementation of this

Convention in other respects.

Article 8 Content of the information system

1. The information system may be used to store, modify and utilize only the
data necessary for the performance of Europol’s tasks, with the exception
of data concerning related criminal offences as referred to in the second

subparagraph of Article 2(3). Data entered shall relate to:

(1) persons who, in accordance with the national law of the Member State
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concerned, are suspected of having committed or having taken part in
a criminal offence for which Europol is competent under Article 2 or
who have been convicted of such an offence;

(2) persons who there are serious grounds under national law for believing
will commit criminal offences for which Europol is competent under
Article 2.

2. Personal data as referred to in paragraph 1 may include only the following

details:

(1) surname, maiden name, given names and any alias or assumed name;

(2) date and place of birth;

(3) nationality;

(4) sex; and

(5) where necessary, other characteristics likely to assist in identification,
including any specific objective physical characteristics not subject to

change.

3. In addition to the data referred to in paragraph 2 and data on Europol or
the inputting national unit, the information system may also be used to
store, modify and utilize the following details concerning the persons

referred to in paragraph 1:

(1) criminal offences, alleged crimes and when and where they were
committed;

(2) means which were or may be used to commit the crimes;

(3) departments handling the case and their filing references;

(4) suspected membership of a criminal organization;

(5) convictions, where they relate to criminal offences for which Europol is

competent under Article 2.

These data may also be input when they do not yet contain any
references to persons. Where Europol inputs the data itself, as well as
giving its filing reference it shall also indicate whether the data were

provided by a third party or are the result of its own analyses.
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4. Additional information held by Europol or national units concerning the
groups of persons referred to in paragraph 1 may be communicated to any
national unit or Europol should either so request. National units shall do

so in compliance with their national law.

Where the additional information concerns one or more related criminal
offences as defined in the second subparagraph of Article 2(3), the data
stored in the information system shall be marked accordingly to enable
national units and Europol to exchange information on the related criminal

offences.

5. If proceedings against the person concerned are dropped or if that person

1s acquitted, the data relating to either decision shall be deleted.

Article 9 Right of access to the information system

1. Only national units, liaison officers, and the Director, Deputy Directors or
duly empowered Europol officials shall have the right to input data directly
into the information system and retrieve it therefrom. Data may be
retrieved where this is necessary for the performance of Europol’s tasks in
a particular case; retrieval shall be effected in accordance with the laws,
regulations, administrative provisions and procedures of the retrieving unit,

subject to any additional provisions contained in this Convention.

2. Only the unit which entered the data may modify, correct or delete such
data. Where a unit has reason to believe that data as referred to in Article
8(2) are incorrect or wishes to supplement them, it shall immediately
inform the inputting unit; the latter shall examine such notification without
delay and if necessary modify, supplement, correct or delete the data
immediately. Where the system contains data as referred to in Article 8(3)
concerning a person, any unit may enter additional data as referred to in
Article 8(3). Where there is an obvious contradiction between the data
input, the units concerned shall consult each other and reach agreement.

Where a unit intends to delete altogether data as referred to in Article 8(2)
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which has input on a person and where data as referred to in Article 8(3)
are held on the same person but input by other units, responsibility in
terms of data protection legislation pursuant to Article 15(1) and the right
to modify, supplement, correct and delete such data pursuant to Article
8(2) shall be transferred to the next unit to have entered data as referred
to in Article 8(3) on that person. The unit intending to delete shall inform
the unit to which responsibility in terms of data protection is transferred

of its intention.

Responsibility for the permissibility of retrieval from, input into and
modifications within the information system shall lie with the retrieving,
inputting or modifying unit; it must be possible to identify that unit. The
communication of information between national units and the competent

authorities in the Member States shall be governed by national law.

TITLE Il WORK FILES FOR THE PURPOSES OF ANALYSIS

Article 10 Collection, processing and utilization of personal data

1.

Where this is necessary to achieve the objective laid down in Article 2(1),
Europol, in addition to data of a non-personal nature, may store, modify,
and utilize in other files data on criminal offences for which Europol is
competent under Article 2(2), including data on the related criminal
offences provided for in the second subparagraph of Article 2(3) which are

intended for specific analyses, and concerning:

(1) persons as referred to in Article 8(1);

(2) persons who might be called on to testify in investigations in
connection with the offences under consideration or in subsequent
criminal proceedings;

(3) persons who have been the victims of one of the offences under
consideration or with regard to whom certain facts give reason for

believing that they could be the victims of such an offence;
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(4) contacts and associates, and
(5) persons who can provide information on the criminal offences under

consideration.

The collection, storage and processing of the data listed in the first
sentence of Article 6 of the Council of Europe Convention of 28 January
1981 with regard to Automatic Processing of Personal Data shall not be
permitted unless strictly necessary for the purposes of the file concerned
and unless such data supplement other personal data already entered in
that file. It shall be prohibited to select a particular group of persons
solely on the basis of the data listed in the first sentence of Article 6 of
the Council of Europe Convention of 28 January 1981 in breach of the

aforementioned rules with regard to purpose.

The Council, acting unanimously, in accordance with the procedure laid
down in Title VI of the Treaty on European Union, shall adopt
implementing rules for data files prepared by the Management Board
containing additional details, in particular with regard to the categories of
personal data referred to in this Article and the provisions concerning the

security of the data concerned and the internal supervision of their use.

. Such files shall be opened for the purposes of analysis defined as the
assembly, processing or utilization of data with the aim of helping a
criminal investigation. Each analysis project shall entail the establishment
of an analysis group closely associating the following participants in

accordance with the tasks defined in Article 3(1) and (2) and Article 5(3):

(1) analysts and other Europol officials designated by the Europol
Directorate: only analysts shall be authorized to enter data into and
retrieve data from the file concerned;

(2) the liaison officers and/or experts of the Member States supplying the
information or concerned by the analysis within the meaning of

paragraph 6.
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3. At the request of Europol or on their own initiative, national units shall,

subject to Article 4(5), communicate to Europol all the information which it
may require for the performance of its tasks under Article 3(1), point 2.
The Member States shall communicate such data only where processing
thereof for the purposes of preventing, analysing or combating offences is

also authorized by their national law.

Depending on their degree of sensitivity, data from national units may be
routed directly and by whatever means may be appropriate to the analysis

groups, whether via the liaison officers concerned or not.

4. If, in addition to the data referred to in paragraph 3, it would seem

justified for Europol to have other information for the performance of

tasks under Article 3(1), point 2, Europol may request that:

(1) the European Communities and bodies governed by public law
established under the Treaties establishing those Communities;

(2) other bodies governed by public law established in the framework of
the European Union;

(3) bodies which are based on an agreement between two or more
Member States of the European Union;

(4) third States;

(5) international organizations and their subordinate bodies governed by
public law;

(6) other bodies governed by public law which are based on an agreement
between two or more States; and

(7) the International Criminal Police Organization,

forward the relevant information to it by whatever means may be
appropriate. It may also, under the same conditions and by the same means,
accept information provided by those various bodies on their own initiative.
The Council, acting unanimously in accordance with the procedure laid
down in Title VI of the Treaty on European Union and after consulting the

Management Board, shall draw up the rules to be observed by Europol in
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this respect.

5. Insofar as Europol is entitled under other Conventions to gain computerized
access to data from other information systems, Europol may retrieve
personal data by such means if this is necessary for the performance of its

tasks pursuant to Article 3(1), point 2.

6. If an analysis is of a general nature and of a strategic type, all Member
States, through liaison officers and/or experts, shall be fully associated in
the findings thereof, in particular through the communication of reports

drawn up by Europol.

If the analysis bears on specific cases not concerning all Member States
and has a direct operational aim, representatives of the following Member

States shall participate therein:

(1) Member States which were the source of the information giving rise to
the decision to open the analysis file, or those which are directly
concerned by that information and Member States subsequently invited
by the analysis group to take part in the analysis because they are also
becoming concerned;

(2) Member States which learn from consulting the index system that they
need to be informed and assert that need to know under the conditions

laid down in paragraph 7.

7. The need to be informed may be claimed by authorized liaison officers.
Each Member State shall nominate and authorize a limited number of such

liaison officers. It shall forward the list thereof to the Management Board.

A liaison officer shall claim the need to be informed as defined in
paragraph 6 by means of a written reasoned statement approved by the
authority to which he is subordinate in his Member State and forwarded to
all the participants in the analysis. He shall then be automatically associated

in the analysis in progress.

If an objection is raised in the analysis group, automatic association shall
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be deferred until completion of a conciliation procedure, which may comprise

three stages as follows:

(1) the participants in the analysis shall endeavour to reach agreement
with the liaison officer claiming the need to be informed; they shall
have no more than eight days for that purpose;

(2) if no agreement is reached, the heads of the national units concerned
and the Directorate of Europol shall meet within three days;

(3) if the disagreement persists, the representatives of the parties
concerned on the Management Board shall meet within eight days. If
the Member State concerned does not waive its need to be informed,
automatic association of that Member State shall be decided by

consensus.

8. The Member State communicating an item of data to Europol shall be the
sole judge of the degree of its sensitivity and variations thereof. Any
dissemination or operational use of analysis data shall be decided on in
consultation with the participants in the analysis. A Member State joining
an analysis in progress may not, in particular, disseminate or use the data

without the prior agreement of the Member States initially concerned.

Article 11 Index System

1. An index system shall be created by Europol for the data stored on the
files referred to in Article 10(1).

2. The Director, Deputy Directors and duly empowered officials of Europol
and liaison officers shall have the right to consult the index system. The
index system shall be such that it is clear to the liaison officer consulting
it, from the data being consulted, that the files referred to in Article 6(1),
point 2 and Article 10(1) contain data concerning the seconding Member

State.

Access by liaison officers shall be defined in such a way that it is
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possible to determine whether or not an item of information is stored, but
that it is not possible to establish connections or further conclusions

regarding the content of the files.

3. The detailed procedures for the design of the index system shall be defined

by the Management Board acting unanimously.

Article 12 Order opening a data file

1. For every computerized data file containing personal data operated by
Europol for the purpose of performing its tasks referred to in Article 10,
Europol shall specify in an order opening the file, which shall require the

approval of the Management Board:

(1) the file name;

(2) the purpose of the file;

(3) the groups of persons on whom data are stored;

(4) the nature of the data to be stored, and any of the data listed in the
first sentence of Article 6 of the Council of Europe Convention of 28
January 1981 which are strictly necessary;

(5) the type of personal data used to open the file;

(6) the supply or input of the data to be stored;

(7) the conditions under which the personal data stored in the file may be
communicated, to which recipients and under what procedure;

(8) the time limits for examination and duration of storage;

(9) the method of establishing the audit log.

The joint supervisory body provided for in Article 24 shall immediately be
advised by the Director of Europol of the plan to order the opening of such
a data file and shall receive the dossier so that it may address any

comments it deems necessary to the Management Board.

2. If the urgency of the matter is such as to preclude obtaining the approval

of the Management Board as required under paragraph 1, the Director, on
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his own Initiative or at the request of the Member States concerned, may
be a reasoned decision, order the opening of a data file. At the same time
he shall inform the members of the Management Board of his decision.
The procedure pursuant to paragraph 1 shall then be set in motion without

delay and completed as soon as possible.

TITLE IV COMMON PROVISIONS ON INFORMATION PROCESSING

Article 13 Duty to notify

Europol shall promptly notify the national units and also their liaison
officers if the national units so request, of any information concerning their
Member State and of connections identified between criminal offences for
which Europol is competent under Article 2. Information and intelligence
concerning other serious criminal offences, of which Europol becomes

aware In the course of its duties, may also be communicated.

Article 14 Standard of data protection

1.

By the time of the entry into force of this Convention at the latest, each
Member State shall, under its national legislation, take the necessary
measures in relation to the processing of personal data in data files in the
framework of this Convention to ensure a standard of data protection
which at least corresponds to the standard resulting from the
implementation of the principles of the Council of Europe Convention of 28
January 1981, and, in doing so, shall take account of Recommendation No
R (87) 15 of the Committee of Ministers of the Council of Europe of 17

September 1987 concerning the use of personal data in the police sector.

The communication of personal data provided for in this Convention may
not begin until the data protection rules laid down in paragraph 1 above
have entered into force on the territory of each of the Member States

involved in such communication.
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3. In the collection, processing and utilization of personal data Europol shall
take account of the principles of the Council of Europe Convention of 28
January 1981 and of Recommendation No R (87) 15 of the Committee of
Ministers of the Council of Europe of 17 September 1987.

Europol shall also observe the principles in respect of non—automated data
held in the form of data files, ie. any structured set of personal data

accessible in accordance with specific criteria.

Article 15 Responsibility in data protection matters

1. Subject to other provisions in this Convention, the responsibility for data
stored at Europol, in particular as regards the legality of the collection, the
transmission to Europol and the input of data, as well as their accuracy,
their up—to—date nature and verification of the storage timelimits, shall lie
with:

(1) the Member State which input or otherwise communicated the data;
(2) Europol in respect of data communicated to Europol by third parties or

which result from analyses conducted by Europol.

2. In addition, subject to other provisions in this Convention, Europol shall be
responsible for all data received by Europol and processed by it, whether
such data be in the information system referred to in Article 8, in the data
files opened for the purposes of analysis referred to in Article 10, or in the
index system referred to in Article 11, or in the data files referred to in
Article 14(3).

3. Europol shall store data in such a way that it can be established by which
Member State or third party the data were transmitted or whether they are

the result of an analysis by Europol.

Article 16 Provisions on the drawing up of reports
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On average, Europol shall draw up reports for at least one in ten

retrievals of personal data - and for each retrieval made within the
information system referred to in Article 7 - in order to check whether
they are permissible under law. The data contained in the reports shall only
be used for that purpose by Europol and the supervisory bodies referred to
in Articles 23 and 24 and shall be deleted after six months, unless the data
are further required for ongoing control. The details shall be decided upon
by the Management Board following consultation with the joint supervisory
body.

Article 17 Rules on the use of data

1.

2.

Personal data retrieved from the information system, the index system or
data files opened for the purposes of analysis and data communicated by
any other appropriate means, may be transmitted or utilized only by the
competent authorities of the Member States in order to prevent and
combat crimes falling within the competence of FEuropol and to combat

other serious forms of crime.

The data referred to in the first paragraph shall be utilized in compliance
with the law of the Member State responsible for the authorities which
utilized the data.

Europol may utilize the data referred to in paragraph 1 only for the

performance of its tasks as referred to in Article 3.

If, in the case of certain data, the communicating Member State or the
communicating third State or third body as referred to in Article 10(4)
stipulates particular restrictions on use to which such data is subject in
that Member State or by third parties, such restrictions shall also be
complied with by the user of the data except in the specific case where
national law lays down that the restrictions on use be waived for judicial
authorities, legislative bodies or any other independent body set up under

the law and made responsible for supervising the national competent
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authorities within the meaning of Article 2(4). In such cases, the data may
only be used after prior consultation of the communicating Member State
whose interests and opinions must be taken into account as far as

possible.

3. Use of the data for other purposes or by authorities other than those
referred to in Article 2 of this Convention shall be possible only after prior
consultation of the Member State which transmitted the data insofar as

the national law of that Member State permits.

Article 18 Communication of data to third States and third bodies

1. Europol may under the conditions laid down in paragraph 4 communicate
personal data which it holds to third states and third bodies within the

meaning of Article 10(4), where:

(1) this is necessary in individual cases for the purposes of preventing or
combating criminal offences for which Europol is competent under
Article 2;

(2) an adequate level of data protection is ensured in that State or that
body; and

(3) this is permissible under the general rules within the meaning of

paragraph 2.

2. In accordance with the procedure in Title VI of the Treaty on European
Union, and taking into account the circumstances referred to in paragraph
3, the Council, acting unanimously, shall determine the general rules for
the communication of personal data by Europol to the third States and
third bodies within the meaning of Article 10(4). The Management Board
shall prepare the Council decision and consult the joint supervisory body

referred to in Article 24.

3. The adequacy of the level of data protection afforded by third States and
third bodies within the meaning of Article 10(4) shall be assessed taking
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into account all the circumstances which play a part in the communication

of personal data; in particular, the following shall be taken into account:

(1) the nature of the data;

(2) the purpose for which the data is intended;

(3) the duration of the intended processing; and

(4) the general or specific provisions applying to the third States and third
bodies within the meaning of Article 10(4).

If the data referred to have been communicated to Europol by a Member
State, Europol may communicate them to third States and third bodies only
with the Member State’s consent. The Member State may give its prior
consent, in general or other terms, to such communication;, that consent

may be withdrawn at any time.

If the data have not been communicated by a Member State, Europol shall

satisfy itself that communication of those data is not liable to:

(1) obstruct the proper performance of the tasks falling within a Member
State’s sphere of competence;
(2) jeopardize the security and public order of a Member State or otherwise

prejudice its general welfare.

. Europol shall be responsible for the legality of the authorizing communication.

Europol shall keep a record of communications of data and of the grounds
for such communications. The communication of data shall be authorized
only if the recipient gives an undertaking that the data will be used only
for the purpose for which it was communicated. This shall not apply to

the communication of personal data required for a Europol inquiry.

. Where the communication provided for in paragraph 1 concerns information

subject to the requirement of confidentiality, it shall be permissible only
insofar as an agreement on confidentiality exists between Europol and the

recipient.



Ju

217

-z

Article 19 Right of access

1. Any individual wishing to exercise his right of access to data relating to
him which have been stored within Europol or to have such data checked
may make a request to that effect free of charge to the national competent
authority in any Member State he wishes, and that authority shall refer it
to Europol without delay and inform the enquirer that Europol will reply to

him directly.

2. The request must be fully dealt with by Europol within three months
following its receipt by the national competent authority of the Member

State concerned.

3. The right of any individual to have access to data relating to him or to
have such data checked shall be exercised in accordance with the law of
the Member State where the right is claimed, taking into account the

following provisions:

Where the law of the Member State applied to provides for a
communication concerning data, such communication shall be refused if

such refusal is necessary to:

(1) enable Europol to fulfil its duties properly;
(2) protect security and public order in the Member States or to prevent
crime;

(3) protect the rights and freedoms of third parties,

considerations which it follows cannot be overridden by the interests of

the person concerned by the communication of the information.

4. The right to communication of information in accordance with paragraph 3

shall be exercised according to the following procedures:

(1) as regards data entered within the information system defined in Article
8, a decision to communicate such data cannot be taken unless the
Member State which entered the data and the Member States directly
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concerned by communication of such data have first had the opportunity
of stating their position, which may extend to a refusal to communicate
the data. The data which may be communicated and the arrangements
for communicating such data shall be indicated by the Member State
which entered the data;

(2) as regards data entered within the information system by Europol, the
Member States directly concerned by communication of such data must
first have had the opportunity of stating their position, which may
extend to a refusal to communicate the data;

(3) as regards data entered within the work files for the purposes of
analysis as defined in Article 10, the communication of such data shall
be conditional upon the consensus of Europol and the Member States
participating in the analysis, within the meaning of Article 10(2), and
the consensus of the Member State(s) directly concerned by the

communication of such data.

Should one or more Member State or Europol have objected to a
communication concerning data, Europol shall notify the person concerned
that it has carried out the checks, without giving any information which

might reveal to him whether or not he is known.

5. The right to the checking of information shall be exercised in accordance

with the following procedures:

Where the national law applicable makes no provision for a communication
concerning data or in the case of a simple request for a check, Europol, in
close cooperation with the national authorities concerned, shall carry out the
checks and notify the enquirer that it has done so without giving any

information which might reveal to him whether or not he is known.

6. In its reply to a request for a check or for access to data, Europol shall
inform the enquirer that he may appeal to the joint supervisory body if he
is not satisfied with the decision. The latter may also refer the matter to

the joint supervisory body if there has been no response to his request
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within the timelimits laid down in its Article.

7. If the enquirer lodges and appeal to the joint supervisory body provided for
in Article 24, the appeal shall be examined by that body.

Where the appeal relates to a communication concerning data entered by a
Member State in the information system, the joint supervisory body shall
take its decision in accordance with the national law of the Member State
in which the application was made. The joint supervisory body shall first
consult the national supervisory body or the competent judicial body in the
Member State which was the source of the data. Either national body shall
make the necessary checks, in particular to establish whether the decision
to refuse was taken in accordance with paragraphs 3 and 4(1) of this
Article. On confirmation of that, the decision, which may extend to a
refusal to communicate any information, shall be taken by the joint
supervisory body in close cooperation with the national supervisory body or

competent judicial body.

Where the appeal relates to a communication concerning data entered by
Europol in the information system or data stored in the work files for the
purposes of analysis, the joint supervisory body, in the event of persistent
objections from Europol or a Member State, may not overrule such
objections unless by a majority of two-thirds of its members after having
heard Europol or the Member State concerned. If there is no such majority,
the joint supervisory body shall notify the enquirer that it has carried out
the checks, without giving any information which might reveal to him

whether or not he is known.

Where the appeal concerns the checking of data entered by a Member
State in the information system, the joint supervisory body shall ensure
that the necessary checks have been carried out correctly in close
cooperation with the national supervisory body of the Member State which
entered the data. The joint supervisory body shall notify the enquirer that it

has carried out the checks, without giving any information which might
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8.

reveal to him whether or not he is known.

Where the appeal concerns the checking of data entered by Europol in the
information system or of data stored in the work files for the purposes of
analysis, the joint supervisory body shall ensure that the necessary checks
have been carried out by Europol. The joint supervisory body shall notify
the enquirer that it has carried out the checks, without giving any

information which might reveal to him whether or not he is known.

The above provisions shall apply mutatis mutandis to non-automated data
held by Europol in the form of data files, ie. any structured set of

personal data accessible in accordance with specific criteria.

Article 20 Correction and deletion of data

1.

If it emerges that data held by Europol which have been communicated to
it by third States or third bodies or which are the result of its own
analyses are incorrect or that their input or storage contravenes this

Convention, Europol shall correct or delete such data.

If data that are incorrect or that contravene this Convention have been
passed directly to Europol by Member States, they shall be obliged to
correct or delete them in collaboration with Europol. If incorrect data are
transmitted by another appropriate means or if the errors in the data
supplied by Member States are due to faulty transmission or have been
transmitted in breach of the provisions of this Convention or if they result
from their being entered, taken over or stored in an incorrect manner or in
breach of the provisions of this Convention by Europol, Europol shall be
obliged to correct them or delete them in collaboration with the Member

States concerned.

In the cases referred to in paragraphs 1 and 2, the Member States which
are recipients of the data shall be notified forthwith. The recipient Member

States shall also correct or delete those data.
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4. Any person shall have the right to ask Europol to correct or delete

incorrect data concerning him.

Europol shall inform the enquirer that data concerning him have been
corrected or deleted. If the enquirer is not satisfied with Europol’s reply or
if he has received no reply within three months, he may refer the matter to

the joint supervisory body.

Article 21 Time limits for the storage and deletion of data files

1. Data in data files shall be held by Europol only for as long as is
necessary for the performance of its tasks. The need for continued storage
shall be reviewed no later than three years after the input of data. Review
of data stored in the information system and its deletion shall be carried
out by the inputting unit. Review of data stored in other Europol data
files and their deletion shall be carried out by Europol. Europol shall
automatically inform the Member States three months in advance of the

expiry of the time limits for reviewing the storage of data.

2. During the review, the units referred to in the third and fourth sentences
of paragraph 1 above may decide on continued storage of data until the
next review if this is still necessary for the performance of Europol’s
tasks. If no decision is taken on the continued storage of data, those data

shall automatically be deleted.

3. Storage of personal data relating to individuals as referred to in point 1 of
the first subparagraph of Article 10(1) may not exceed a total of three
years. Each time limit shall begin to run afresh on the date on which an
event leading to the storage of data relating to that individual occurs. The
need for continued storage shall be reviewed annually and the review

documented.

4. Where a Member State deletes from its national data files data communicated

to Europol which are stored in other Europol data files, it shall inform
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Europol accordingly. In such cases, Europol shall delete the data unless it
has further interest in them, based on intelligence that is more extensive
than that possessed by the communicating Member State. Europol shall

inform the Member State concerned of the continued storage of such data.

Deletion shall not occur if it would damage the interests of the data
subject which require protection. In such cases, the data may be used only

with the consent of the data subject.

Article 22 Correction and storage of data in paper files

1.

2.

3.

If it emerges that an entire paper file or data included in that file held by
Europol are no longer necessary for the performance of Europol’s tasks, or
if the information concerned is overall in contravention of this Convention,
the paper file or data concerned shall be destroyed. The paper file or data
concerned must be marked as not for use until they have been effectively

destroyed.

Destruction may not take place if there are grounds for assuming that the
legitimate interests of the data subject would otherwise be prejudiced. In

such cases, the paper file must bear the same note prohibiting all use.

If it emerges that data contained in the Europol paper files are incorrect,

Europol shall be obliged to correct them.

Any person covered by a Europol paper file may claim the right vis-a-vis
Europol to correction or destruction of paper files or the inclusion of a
note. Article 20(4) and Article 24(2) and (7) shall be applicable.

Article 23 National supervisory body

1.

Each Member State shall designate a national supervisory body, the task of
which shall be to monitor independently, in accordance with its respective

national law, the permissibility of the input, the retrieval and any
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communication to Europol of personal data by the Member State concerned
and to examine whether this violates the rights of the data subject. For
this purpose, the supervisory body shall have access at the national unit or
at the liaison officers’ premises to the data entered by the Member State
in the information system and in the index system in accordance with the

relevant national procedures.

For their supervisory purposes, national supervisory bodies shall have
access to the offices and documents of their respective liaison officers at

Europol.

In addition, in accordance with the relevant national procedures, the
national supervisory bodies shall supervise the activities of national units
under Article 4(4) and the activities of liaison officers under Article 5(3),
points 1 and 3 and Article 5(4) and (5), insofar as such activities are of

relevance to the protection of personal data.

2. Each individual shall have the right to request the national supervisory
body to ensure that the entry or communication of data concerning him to
Europol in any form and the consultation of the data by the Member State

concerned are lawful.

This right shall be exercised in accordance with the national law of the
Member State to the national supervisory body of which the request is

made.

Article 24 Joint supervisory body

1. An independent joint supervisory body shall be set up, which shall have
the task of reviewing, in accordance with this convention, the activities of
Europol in order to ensure that the rights of the individual are not violated
by the storage, processing and utilization of the data held by Europol. In
addition, the joint supervisory body shall monitor the permissibility of the

transmission of data originating from Europol. The joint supervisory body
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shall be composed of not more than two members or representatives
(where appropriate assisted by alternates) of each of the national
supervisory bodies guaranteed to be independent and having the necessary
abilities, and appointed for five years by each Member State. Each

delegation shall be entitled to one vote.

The joint supervisory body shall appoint a chairman from among its

members.

In the performance of their duties, the members of the joint supervisory

body shall not receive instructions from any other body.

2. Europol must assist the joint supervisory body in the performance of the

latter’s tasks. In doing so, it shall, in particular:

(1) supply the information it requests, give it access to all documents and
paper files as well as access to the data stored in the system; and

(2) allow it free access at any time to all its premises;

(3) carry out the joint supervisory body’'s decisions on appeals in
accordance with the provisions of Articles 19(7) and 20(4).

3. The joint supervisory body shall also be competent for the examination of

questions relating to implementation and interpretation in connection with
Europol’'s activities as regards the processing and utilization of personal
data, for the examination of questions relating to checks carried out
independently by the national supervisory bodies of the Member States or
relating to the exercise of the right to information, as well as for drawing

up harmonized proposals for common solutions to existing problems.

Each individual shall have the right to request the joint supervisory body
to ensure that the manner in which his personal data have been collected,

stored, processed and utilized by Europol is lawful and accurate.

If the joint supervisory body notes any violations of the provisions of this
Convention in the storage, processing or utilization of personal data, it shall

make any complaints it deems necessary to the Director of Europol and



S

225

-z

shall request him to reply within a time limit to be determined by it. The
Director shall keep the Management Board informed of the entire
procedure. In the event of any difficulty, the joint supervisory body shall

refer the matter to the Management Board.

6. The joint supervisory body shall draw wup activity reports at regular
intervals. In accordance with the procedure laid down in Title VI of the
Treaty on European Union, these shall be forwarded to the Council; the
Management Board shall first have the opportunity to deliver an opinion,
which shall be attached to the reports.

The joint supervisory body shall decide whether or not to publish its
activity report, and, if it decides to do so, determine how it should be
published.

7. The joint supervisory body shall unanimously adopt its rules of procedure,
which shall be submitted for the unanimous approval of the Council. It
shall set up internally a committee comprising one qualified representative
from each Member State with entitlement to a vote. The committee shall
have the task of examining the appeals provided for in Articles 19(7) and
20(4) by all appropriate means. Should they so request the parties, assisted
by their advisers if they so wish, shall be heard by the committee. The
decisions taken in this context shall be final as regards all the parties

concerned.
8. It may also set up one or more other committees.

9. It shall be consulted on that part of the budget which concerns it. Its

opinion shall be annexed to the draft budget in question.

10. It shall be assisted by a secretariat, the tasks of which shall be defined in

the rules of procedures.

Article 25 Data security
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1. Europol shall take the necessary technical and organizational measures to

ensure the implementation of this Convention. Measures shall only be

necessary where the effort they involve is proportionate to the objective

they are designed to achieve in terms of protection.

2. In respect of automated data processing at Europol each Member State and

Europol shall implement measures designed to:

(1)

(2)

3)

(4)

(5)

(6)

(7)

(8)

9)

deny unauthorized persons access to data processing equipment used for
processing personal data (equipment access control);

prevent the unauthorized reading, copying, modification or removal of
data media (data media control);

prevent the unauthorized input of data and the unauthorized inspection,
modification or deletion of stored personal data (storage control);

prevent the use of automated data processing systems by unauthorized
persons using data communication equipment (user control);

ensure that persons authorized to use an automated data processing
system only have access to the data covered by their access authorization
(data access control);

ensure that it is possible to verify and establish to which bodies
personal data may be transmitted using data communication equipment
(communication control);

ensure that it is subsequently possible to verify and establish which
personal data have been input into automated data or processing
systems and when and by whom the data were input (input control);
prevent unauthorized reading, copying, modification or deletion of
personal data during transfers of personal data or during transportation
of data media (transport control);

ensure that installed systems may, in case of interruption, be immediately

restored (I'GCOVGI’Y) ;

(10) ensure that the functions of the system perform without fault, that the

appearance of faults in the functions is immediately reported (reliability)
and that stored data cannot be corrupted by means of a malfunctioning

of the system (integrity).
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TITLE V LEGAL STATUS, ORGANIZATION AND FINANCIAL PROVISIONS

Article 26 Legal capacity

1. Europol shall have legal personality.

2. Europol shall enjoy in each Member State the most extensive legal and
contractual capacity available to legal persons under that State’'s law.
Europol may in particular acquire and dispose of movable or immovable

property and be a party to legal proceedings.

3. Europol shall be empowered to conclude a headquarters agreement with the
Kingdom of the Netherlands and to conclude with third States and third
bodies within the meaning of Article 10(4) the necessary confidentiality
agreements pursuant to Article 18(6) as well as other arrangements in the
framework of the rules laid down unanimously by the Council on the basis

of this Convention and of Title VI of the Treaty on European Union.

Article 27 Organs of Europol

The organs of Europol shall be:
(1) the Management Board;

(2) the Director;

(3) the Financial Controller;

(4) the Financial Committee.

Article 28 Management Board

1. Europol shall have a Management Board. The Management Board:

(1) shall take part in the extension of Europol’s objective (Article 2(2));
(2) shall define unanimously liaison officers’ rights and obligations towards
Europol (Article 5);

(3) shall decide unanimously on the number of liaison officers the Member
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(5)

(6)

(7)

(8)

9)

(10)

(11)

(12)

(13)

(14)

(15)

(16)

(17)

(18)
(19)

States may send to Europol (Article 5);

shall prepare the implementing rules governing data files (Article 10);
shall take part in the adoption of rules governing Europol’s relations
with third States and third bodies with the meaning of Article 10(4)
(Articles 10, 18 and 42)

shall unanimously decide on details concerning the design of the index
system (Article 11);

shall approve by a two-thirds majority orders opening data files
(Article 12);

may deliver opinions on the comments and reports of the joint
supervisory body (Article 24);

shall examine problems which the joint supervisory body brings to its
attention (Article 24(5));

shall decide on the details of the procedure for checking the legal
character of retrievals in the information system (Article 16);

shall take part in the appointment and dismissal of the Director and
Deputy Directors (Article 29);

shall oversee the proper performance of the Director’s duties (Articles
7 and 29);

shall take part in the adoption of staff regulations (Article 30);

shall take part in the preparation of agreements on confidentiality and
the adoption of provisions on the protection of confidentiality (Articles
18 and 31);

shall take part in the drawing up of the budget, including the
establishment plan, the auditing and the discharge to be given to the
Director (Articles 35 and 36);

shall adopt unanimously the five-year financing plan (Article 35);

shall appoint unanimously the financial controller and oversee the
performance of his duties (Article 35);

shall take part in the adoption of the financial regulation (Article 35);
shall unanimously approve the conclusion of the headquarters agreement
(Article 37);
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(20) shall adopt unanimously the rules for the security clearance of Europol
officials;

(21) shall act by a two-thirds majority in disputes between a Member
State and Europol or between Member States concerning compensation
paid under the liability for unauthorized or incorrect processing of data
(Article 38);

(22) shall take part in any amendment of this Convention (Article 43);

(23) shall be responsible for any other tasks assigned to it by the Council

particularly in provisions for the implementation of this Convention.

. The Management Board shall be composed of one representative of each
Member State. Each member of the Management Board shall have one

vote.

Each member of the Management Board may be represented by an
alternate member; in the absence of the full member, the alternate member

may exercise his right to vote.

. The Commission of the European Communities shall be invited to attend
meetings of the Management Board with non-voting status. However, the
Management Board may decide to meet without the Commission represen-

tative.

. The members or alternate members shall be entitled to be accompanied and
advised by experts from their respective Member States at meetings of the

Management Board.

. The Management Board shall be chaired by the representative of the
Member State holding the Presidency of the Council.

. The Management Board shall unanimously adopt its rules of procedure.

. Abstentions shall not prevent the Management Board from adopting

decisions which must be taken unanimously.

. The Management Board shall meet at least twice a year.
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10. The Management Board shall adopt unanimously each year:

(1) a general report on Europol’s activities during the previous year;
(2) a report on Europol’s future activities taking into account Member
States’ operational requirements and budgetary and staffing implications

for Europol.

These reports shall be submitted to the Council in accordance with the

procedure laid down in Title VI of the Treaty on European Union.

Article 29 Director

1. Europol shall be headed by a Director appointed by the Council, acting
unanimously in accordance with the procedure laid down in Title VI of the
Treaty on European Union after obtaining the opinion of the Management

Board, for a four-year period renewable once.

2. The Director shall be assisted by a number of Deputy Directors as
determined by the Council and appointed for a four-year period renewable
once, In accordance with the procedure laid down in paragraph 1. Their

tasks shall be defined in greater detail by the Director.

3. The Director shall be responsible for:

(1) performance of the tasks assigned to Europol;

(2) day-to—day administration;

(3) personnel management;

(4) proper preparation and implementation of the Management Board's
decisions;

(5) preparing the draft budget, draft establishment plan and draft five-year
financing plan and implementing Europol’s budget;

(6) all other tasks assigned to him in this Convention or by the Management

Board.

4. The Director shall be accountable to the Management Board in respect of
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the performance of his duties. He shall attend its meetings.
5. The Director shall be Europol’s legal representative.

6. The Director and the Deputy Directors may be dismissed by a decision of
the Council, to be taken in accordance with the procedure laid down in
Title VI of the Treaty on European Union by a two-thirds majority of the

Member States, after obtaining the opinion of the Management Board.

7. Notwithstanding paragraphs 1 and 2, the first term of office after entry
into force of this Convention shall be five years for the Director, four
yvears for his immediate Deputy and three years for the second Deputy

Director.

Article 30 Staff

1. The Director, Deputy Directors and the employees of Europol shall be
guided in their actions by the objectives and tasks of Europol and shall
not take or seek orders from any government, authority, organization or
person outside Europol, save as otherwise provided in this Convention and

without prejudice to Title VI of the Treaty on European Union.

2. The Director shall be in charge of the Deputy Directors and employees of
Europol. He shall engage and dismiss employees. In selecting employees, in
addition to having regard to personal suitability and professional
qualifications, he shall take into account the need to ensure the adequate
representation of nationals of all Member States and of the official

languages of the European Union.

3. Detailed arrangements shall be laid down in staff regulations which the
Council shall, after obtaining the opinion of the Management Board, adopt
unanimously in accordance with the procedure laid down in Title VI of the

Treaty on European Union.
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Article 31 Confidentiality

1.

3.

Europol and the Member States shall take appropriate measures to protect
information subject to the requirement of confidentiality which is obtained
by or exchanged with Europol on the basis of this Convention. To this
end the Council shall unanimously adopt appropriate rules on confidentiality
prepared by the Management Board and submitted to the Council in
accordance with the procedure laid down in Title VI of the Treaty on

European Union.

Where Europol has entrusted persons with a sensitive activity, Member
States shall undertake to arrange, at the request of the Director of
Europol, for security screening of their own nationals to be carried out in
accordance with their national provisions and to provide each other with
mutual assistance for the purpose. The relevant authority under national
provisions shall inform Europol only of the results of the security

screening, which shall be binding on Europol.

Each Member State and Europol may entrust with the processing of data
at Europol, only those persons who have had special training and

undergone security screening.

Article 32 Obligation of discretion and confidentiality

1.

2.

Europol organs, their members, the Deputy Directors, employees of Europol
and liaison officers shall refrain from any action and any expression of

opinion which might be harmful to Europol or prejudice its activities.

Europol organs, their members, the Deputy Directors, employees of Europol
and liaison officers, as well as any other person under a particular obligation
of discretion or confidentiality, shall be bound not to disclose any facts or
information which come to their knowledge in the performance of their duties
or the exercise of their activities to any unauthorized person or to the public.

This shall not apply to facts or information too insignificant to require con-
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fidentiality. The obligation of discretion and confidentiality shall apply even
after leaving office or employment, or after termination of activities. The
particular obligation laid down in the first sentence shall be notified by
Europol, and a warning given of the legal consequences of any infringement;

a written record shall be drawn up of such notification.

. Europol organs, their members, the Deputy Directors, employees of Europol
and liaison officers, as well as persons under the obligation provided for in
paragraph 2, may not give evidence in or outside court or make any
statements on any facts or information which come to their knowledge in
the performance of their duties or the exercise of their activities, without
reference to the Director or, in the case of the Director himself, to the

Management Board.

The Director or Management Board, depending on the case, shall approach
the judicial body or any other competent body with a view to taking the
necessary measures under the national law applicable to the body approached;
such measures may either be to adjust the procedures for giving evidence
in order to ensure the confidentiality of the information, or provided that
the national law concerned so permits, to refuse to make any communication
concerning data insofar as 1s vital for the protection of the interests of

Europol or of a Member State.

Where a Member State’s legislation provides for the right to refuse to
give evidence, persons asked to give evidence must obtain permission to do
so. Permission shall be granted by the Director and, as regards evidence to
be given by the Director, by the Management Board. Where a liaison
officer is asked to give evidence concerning information he receives from
Europol, such permission shall be given after the agreement of the Member

State responsible for the officer concerned has been obtained.

Furthermore, if the possibility exists that the evidence may extend to
information and knowledge which a Member State has communicated to

Europol or which clearly involve a Member State, the position of that
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4.

Member State concerning the evidence must be sought before permission is
given.

Permission to give evidence may be refused only insofar as this is necessary
to protect overriding interests of Europol or of a Member State or States

that need protection.

This obligation shall apply even after leaving office or employment or after

termination of activities.

Each Member State shall treat any infringement of the obligation of
discretion or confidentiality laid down in paragraphs 2 and 3 as a breach
of the obligations imposed by its law on official or professional secrets or

its provisions for the protection of confidential material.

Where appropriate, each Member State shall introduce, no later than the
date of entry into force of this Convention, the rules under national law or
the provisions required to proceed against breaches of the obligations of
discretion or confidentiality referred to in paragraphs 2 and 3. It shall
ensure that the rules and provisions concerned apply also to its own

employees who have contact with Europol in the course of their work.

Article 33 Languages

1.

2.

Reports and all other papers and documentation placed before the Manage-
ment Board shall be submitted in all official languages of the European
Union; the working languages of the Management Board shall be the

official languages of the European Union.

The translations required for Europol’s work shall be provided by the

translation centre of the European Union institutions.

Article 34 Informing the European Parliament

1.

The Council Presidency shall each year forward a special report to the



Ju

235

-z

European Parliament on the work of Europol. The European Parliament

shall be consulted should this Convention be amended in any way.

2. The Council Presidency or its representative appointed by the Presidency
shall, with respect to the European Parliament, take into account the

obligations of discretion and confidentiality.

3. The obligations laid down in this Article shall be without prejudice to the
rights of national parliaments, to Article K.6 of the Treaty on European
Union and to the general principles applicable to relations with the European

Parliament pursuant to Title VI of the Treaty on European Union.

Article 35 Budget

1. Estimates shall be drawn up of all of Europol’s income and expenditure
including all costs of the joint supervisory body and of the secretariat set
up by it under Article 22 for each financial year and these items entered
in the budget; an establishment plan shall be appended to the budget. The

financial year shall begin on 1 January and end on 31 December.

The income and expenditure shown in the budget shall be in balance.

A five-year financing plan shall be drawn up together with the budget.

2. The budget shall be financed from Member States’ contributions and by
other incidental income. Each Member State’s financial contribution shall
be determined according to the proportion of its gross national product to
the sum total of the gross national products of the Member States for the
year preceding the year in which the budget is drawn up. For the
purposes of this paragraph, ’‘gross national product’ shall mean gross
national product as determined in accordance with Council Directive
89/130/EEC, Euratom of 13 February 1989 on the harmonization of the

compilation of gross national product at market prices.

3. By 31 March each year at the latest, the Director shall draw up the draft

budget and draft establishment plan for the following financial year and
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shall submit them, after examination by the Financial Committee, to the

Management Board together with the draft five-year financing plan.

The Management Board shall take a decision on the five-year financing

plan. It shall act unanimously.

After obtaining the opinion of the Management Board, the Council shall, in
accordance with the procedure laid down in Title VI of the Treaty on
European Union, adopt Europol’s budget by 30 June of the year preceding
the financial year at the latest. It shall act unanimously. The adoption of
the budget by the Council shall entail the obligation for each Member

State to make available promptly the financial contribution due from it.

. The Director shall implement the budget in accordance with the financial

regulation provided for in paragraph 9.

Monitoring of the commitment and disbursement of expenditure and of the
establishment and collection of income shall be carried out by a financial
controller from an official audit body of one of the Member States who
shall be appointed by the Management Board, acting unanimously, and
shall be accountable to it. The financial regulation may make provision for
ex—post monitoring by the financial controller in the case of certain items

of income or expenditure.

The Financial Committee shall be composed of one budgetary representative
from each Member State. Its task shall be to prepare for discussions on

budgetary and financial matters.

The Council shall, in accordance with the procedure laid down in Title VI
of the Treaty on European Union, unanimously adopt the financial regulation,
specifying in particular the detailed rules for drawing up, amending and
implementing the budget and for monitoring its implementation as well as for

the manner of payment of financial contributions by the Member States.
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Article 36 Auditing

1. The accounts in respect of all income and expenditure entered in the
budget together with the balance sheet showing FEuropol’s assets and
liabilities shall be subject to an annual audit in accordance with the
financial regulation. For this purpose the Director shall submit a report on

the annual accounts by 31 May of the following year at the latest.

2. The audit shall be carried out by a joint audit committee composed of
three members, appointed by the Court of Auditors of the European
Communities on a proposal from its President. The term of office of the
members shall be three years; these shall alternate in such a way that
each year the member who has been on the audit committee for three
years shall be replaced. Notwithstanding the provisions of the second

sentence, the term of office of the member that, after drawing lots:

- 1s first, shall be two years,
- 1s second, shall be three years,

- 1s third, shall be four years,

in the initial composition of the joint audit committee after Europol has

begun to operate.

Any costs arising from the audit shall be charged to the budget provided
for in Article 35.

3. The joint audit committee shall in accordance with the procedure laid down
in Title VI of the Treaty on European Union submit to the Council an
audit report on the annual accounts, prior thereto the Director and
Financial Controller shall be given an opportunity to express an opinion on
the audit report and the report shall be discusses by the Management
Board.

4. The Europol Director shall provide the members of the joint audit

committee with all information and every assistance which they require in
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order to perform their task.

5. A decision on the discharge to be given to the Director in respect of

budget implementation for the financial year in question shall be taken by

the Council, after examination of the report on the annual accounts.

6. The detailed rules for performing audits shall be laid down in the Financial

Regulation.

Article 37 Headquarters agreement

The necessary arrangements concerning the accommodation to be provided
for Europol in the headquarters State and the facilities to be made available
by that State as well as the particular rules applicable in the Europol
headquarters State to members of Europol’s organs, its Deputy Directors,
employees and members of their families shall be laid down in a
headquarters agreement between FEuropol and the Kingdom of the
Netherlands to be concluded after obtaining the unanimous approval of the

Management Board.

TITLE VI LIABILITY AND LEGAL PROTECTION

Article 38 Liability for unauthorized or incorrect data processing

1. Each Member State shall be liable, in accordance with its national law, for

any damage caused to an individual as a result of legal or factual errors in
data stored or processed at Europol. Only the Member State in which the
event which gave rise to the damage occurred may be the subject of an
action for compensation on the part of the injured party, who shall apply
to the courts having jurisdiction under the national law of the Member
State involved. A Member State may not plead that another Member State
had transmitted inaccurate data in order to avoid its liability under its

national legislation vis—a-vis an injured party.
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2. If these legal or factual errors occurred as a result of data erroneously
communicated or of failure to comply with the obligations laid down in
this Convention on the part of one or more Member States or as a result
of unauthorized or incorrect storage or processing by Europol, Europol or
the other Member State in question shall be bound to repay, on request,
the amounts paid as compensation unless the data were used by the
Member State in the territory of which the damage was caused in breach

of this Convention.

3. Any dispute between that Member State and Europol or another Member
State over the principle or amount of the repayment must be referred to
the Management Board, which shall settle the matter by a two—thirds

majority.

Article 39 Other liability

1. Europol’s contractual liability shall be governed by the law applicable to

the contract in question.

2. In the case of non—contractual liability, Europol shall be obliged, independently
of any liability under Article 38, to make good any damage caused through
the fault of its organs, of its Deputy Directors or of its employees in the
performance of their duties, insofar as it may be imputed to them and
regardless of the different procedures for claiming damages which exist

under the law of the Member States.

3. The injured party shall have the right to demand that Europol refrain from

or drop any action.

4. The national courts of the Member States competent to deal with disputes
involving Europol’s liability as referred to in this Article shall be
determined by reference to the relevant provisions of the Brussels
Convention of 27 September 1968 on Jurisdiction and the Enforcement of
Judgements in Civil and Commercial Matters, as later amended by

Accession Agreements.
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Article 40 Settlement of disputes

1.

Disputes between Member States on the interpretation or application of this
Convention shall in an initial stage be discussed by the Council in
accordance with the procedure set out in Title VI of the Treaty on

European Union with the aim of finding a settlement.

When such disputes are not so settled within six months, the Member
States who are parties to the dispute shall decide, by agreement among

themselves, the modalities according to which they shall be settled.

The provisions on appeals referred to in the rules relating to the conditions
of employment applicable to temporary and auxiliary staff of the European

Communities shall apply, mutatis mutandis, to Europol staff.

Article 41 Privileges and immunities

1.

2.

Europol, the members of its organs and the Deputy Directors and
employees of Europol shall enjoy the privileges and immunities necessary
for the performance of their task in accordance with a Protocol setting out

the rules to be applied in all Member States.

The Kingdom of the Netherlands and the other Member States shall agree
in the same terms that liaison officers seconded from the other Member
States as well as members of their families shall enjoy those privileges
and immunities necessary for the proper performance of the tasks of the

liaison officers at Europol.

The Protocol referred to in paragraph 1 shall be adopted by the Council
acting unanimously in accordance with the procedure laid down in Title VI
of the Treaty on European Union and approved by the Member States in

accordance with their respective constitutional requirements.

TITLE VII FINAL PROVISIONS
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Article 42 Relations with third States and third bodies

1. Insofar as is relevant for the performance of the tasks described in Article
3, Europol shall establish and maintain cooperative relations with third
bodies within the meaning of Article 10(4), points 1 to 3. The Management
Board shall unanimously draw up rules governing such relations. This
provision shall be without prejudice to Article 10(4) and (5) and Article
18(2); exchanges of personal data shall take place only in accordance with

the provisions of Titles II to IV of this Convention.

2. Insofar as 1s required for the performance of the tasks described in Article
3, Europol may also establish and maintain relations with third States and
third bodies within the meaning of Article 10 (4), points 4, 5, 6 and 7.
Having obtained the opinion of the Management Board, the Council, acting
unanimously in accordance with the procedure laid down in Title VI of the
Treaty on European Union, shall draw up rules governing the relations
referred to in the first sentence. The third sentence of paragraph 1 shall

apply mutatis mutandis.

Article 43 Amendment of the Convention

1. In accordance with the procedure laid down in Title VI of the Treaty on
European Union, the Council, acting on a proposal from a Member State
and, after consulting the Management Board, shall unanimously decide,
within the framework of Article K.1(9) of the Treaty on European Union,
on any amendments to this Convention which it shall recommend to the
Member States for adoption in accordance with their respective constitutional

requirements.

2. The amendments shall enter into force in accordance with Article 45(2) of
this Convention.
3. However, the Council, acting unanimously in accordance with the procedure

laid down in Title VI of the Treaty on European Union, may decide, on
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the initiative of a Member State and after the Management Board has
discussed the matter, to amplify, amend or supplement the definitions of
forms of crime contained in the Annex. It may in addition decide to

introduce new definitions of the forms of crime listed in the Annex.

The Secretary—General of the Council of the European Union shall notify

all Member States of the date of entry into force of the amendments.

Article 44 Reservations

Reservations shall not be permissible in respect of this Convention.

Article 45 Entry into force

This Convention shall be subject to adoption by the Member States in

accordance with their respective constitutional requirements.

Member States shall notify the depositary of the completion of their

constitutional requirements for adopting this Convention.

This Convention shall enter into force on the first day of the month
following the expiry of a three—month period after the notification, referred
to in paragraph 2, by the Member State which, being a member of the
European Union on the date of adoption by the Council of the act drawing

up this Convention, is the last to fulfil that formality.

Without prejudice to paragraph 2, Europol shall not take up its activities
under this Convention until the last of the acts provided for in Articles
5(7), 10(1), 24(7), 30(3), 31(1), 35(9), 37 and 41(1) and (2) enters into force.

When Europol takes up its activities, the activities of the Europol Drugs
Unit under the joint action concerning the Europol Drugs Unit of 10 March
1995 shall come to an end. At the same time, all equipment financed from

the Europol Drugs Unit joint budget, developed or produced by the Europol
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Drugs Unit or placed at its disposal free of charge by the headquarters
State for its permanent use, together with that Unit’s entire archives and

independently administered data files shall become the property of Europol.

6. Once the Council has adopted the act drawing up this Convention, Member

States, acting either individually or in common, shall take all preparatory
measures under their national law which are necessary for the commence-

ment of Europol activities.

Ariticle 46 Accession by new Member States

1.

This Convention shall be open to accession by any State that becomes a

member of the European Union.

The text of this Convention in the language of the acceding State, drawn

up by the Council of the European Union, shall be authentic.

3. Instruments of accession shall be deposited with the depositary.

4.

This Convention shall enter into force with respect to any State that
accedes to it on the first day of the month following expiry of a
three-month period following the date of deposit of its instrument of
accession or on the date of entry into force of the Convention if it has not

already entered into force at the time of expiry of the said period.

Article 47 Depositary

1.

2.

The Secretary—General of the Council of the European Union shall act as

depositary of this Convention.

The depositary shall publish in the Official Journal of the European
Communities the notifications, instruments or communications concerning

this Convention.
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